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Abstract

In this paper, we present a comprehensive survey of privacy-preserving schemes for Smart Grid communications. Specifically,
we select and in-detail examine thirty-two privacy preserving schemes developed for or applied in the context of Smart Grids.
Based on both communication and system models, we classify these schemes that are published between 2013 and 2017, in five
categories, including, 1) Smart grid with advanced metering infrastructure, 2) Data aggregation, 3) Smart grid marketing architecture,
4) Smart community of home gateways, and 5) Vehicle-to grid architecture. For each scheme, we survey attacks of leaking privacy,
countermeasures, and game theoretic approaches. In addition, we review survey articles published in the recent years that deal with
Smart Grids communications, applications, standardization, and security. Based on the current survey, several recommendations for
further research are discussed at the end of this paper.
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1. Introduction

Electrical energy is playing an increasingly important role
for economic, social and industrial development in all the coun-
tries of the world. [1]. The growth in electricity consumption
is due to the development of new information and communica-
tion technologies and a climate imperative, i.e., reducing green-
house gas emissions. The European Union (EU) is committed to
reduce its energy consumption by 20% (compared to expected
levels) by 2020 [2]. However, how can providers and distribu-
tors can control the electrical energy? The adaptation of Smart
Grid is coming to answer this question. The Smart Grid is de-
fined by the U.S. Department of Energy as an electrical system
capable of intelligently integrating the actions of different users,
consumers, and / or producers in order to maintain an efficient,
sustainable, economical and secure electricity supply [3].

Table 1: Publication date breakdown - surveyed papers
Papers Year
[4], [5], [6] 2013
[7], [8], [9], [10] 2014
[11], [12], [13], [14], [15], [16], [17], [18] 2015
[19], [20], [21], [22], [23], [24], [25], [26] [27], [28], [29], [30], [31],
[32]

2016

[33], [34], [35] 2017

As shown in Fig.1, a Smart grid architecture consists of three
types of network architecture (i.e., NAN, BAN, and HAN), in-
cluding a control center (CC) and some cloud servers CS =

{CS 1,CS 2,CS 3, . . . , CS n} [1], [36]. The Home Area Net-
work (HAN) uses two types of digital networks, namely, Lo-
cal Area Network (LAN) and Wide Area Network (WAN). The

∗Corresponding author
Email addresses: mohamed.amine.ferrag@gmail.com (Mohamed

Amine Ferrag), Leandros.maglaras@dmu.ac.uk (Leandros A. Maglaras),
heljanic@dmu.ac.uk (Helge Janicke), jianmin.jiang@szu.edu.cn
(Jianmin Jiang), lei.shu@ieee.org (Lei Shu)

BAN network connects various departmental networks within a
single building, where the communication rate should be very
high. The Neighborhood area network (NAN) provides a secure
communication channel between the power company and inde-
pendent users (a power generator) and the different types of con-
nected meters (e.g.,water, gas, electric). In order to transmit and
control energy consumption between these networks, gateways
can be placed in each type of network.

With the use of control software that constantly improves
power consumption and optimizes costs, the future smart grid
can improve security and reliability of the power grid [37]. Nev-
ertheless, a Smart Grid cannot be widely deployed without con-
sidering several security requirements, namely, authentication,
integrity, non-repudiation, access control, and privacy. For this
reason, recently, researchers in the field of computer security
have proposed several privacy-preserving schemes for Smart Grid
communications. As a result, we are motivated to investigate
these schemes and provide a comprehensive and systematic re-
view of recent studies about privacy-preserving mechanisms for
Smart Grid communications. More precisely, we select and in-
detail examine thirty-two privacy-preserving schemes that are
published between 2013 and 2017. See Tab. 1 for a breakdown
of publication dates.

Regarding the procedure of conducting the literature review,
we follow the same process conducted by our previous work in
[38]. Specifically, the identification of literature for analysis in
this paper was based on a keyword search, namely, ”Privacy-
preserving scheme”, ”Privacy-preserving protocol”, ”Privacy-preserving
system”, and ”Privacy-preserving framework”. Searching for
these keywords in academic databases such as SCOPUS, Web
of Science, and ACM Digital Library, an initial set of relevant
sources were located. The search process produced a significant
number of results.

Firstly, only proposed privacy-preserving schemes for Smart
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