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Abstract 

This article considers the problem of illegal entry into a certain information system and, in addition, the problem of illegal entry 
into the office of the Director. In the first case a distributed information management system (IMS) is considered, its block 
diagram is shown, the leak channels are shown, the numerical estimates for the probabilities of unauthorized access through these 
channels to the IMS are got, the average probability of "breaking" the IMS is calculated by raising the logical function of the 
movement information on the system. In addition, we studied the process of penetration of the attacker with unguarded areas 
inside the room where there is the head office containing information of interest to the attacker. We developed a graphic model of 
penetration of the malefactor in this study, which helped to calculate the rating for probability of penetration in this study, 
indirectly characterizing the damage from the penetration. On the proposed algorithms the probability of cracking (damage) of 
the different scenarios implemented by the attacker can be calculated. Therefore, the main purpose of the research results 
presented in this work is the presentation of an original algorithm in the General case, allowing to calculate in a certain way the 
average, that is equal to the probability of breaking the whole system, including "hacking" of each unit or transmission channels 
of information through the design of logical functions corresponding to each individual procedure, the unauthorized entry into 
any information system.  
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1. Introduction 

In view of the increasing volumes that are introduced in our society, new information technologies, in conditions 
of mass use of personal computers, the availability of technical equipment from different manufacturers, the ever-
increasing volume and complexity of software, the growth of the degree distribution systems, etc. - this is not a 
complete list of the factors provoking the likelihood of illegal entry into any facility or system, including the system 
of information security of the object.  

The article considered the problem and related practical tasks entirely in the class of problems for modeling 
threats impact on all possible sources of information: modeling ways of penetration to the places where information 
(for example, a study of any of the company's managers, General Directors of large industrial enterprises); modeling 
of optical channels of leaks (Windows, doors, laying device) - this list can be significantly increased. 

Note that traditionally it is believed that most of the tasks of engineering protection are poorly formalized tasks, 
the formal optimal solution is extremely difficult in view of the large number of factors of very different nature, in a 
very small degree amenable to accurate accounting and correct description because of the small amount of required 
information on these factors. 

However, in this paper, this difficulty is overcome if we consider the estimation of the probability of hacking of 
the information system in the framework of non-traditional systematic approach that can be implemented in the form 
of some block diagrams, where the blocks are the individual channels of illegal entry into the system. 

The task of integral evaluation of "breaking" the entire system (all its components, elements) is an original 
method of composing logical functions, describing the procedure of illegal penetration into the system (every 
element, in the data transmission). Then the composed function must be given its "minimal form" and replaced with 
"arithmetic" logic function. In this case, each unit (element) of the logical function of the system must be assigned to 
some individual possibility of unauthorized penetration through the block (Pibreak, i is the block number). 

Next, you need to follow strictly according to the items of the authors’ algorithm. 
1. To formulate verbal conditions of an intrusion in an information system "hacking" of all elements (blocks) and 

their related paths of information flow through the system from the first (input) block to the last "output" block. 
2. On the basis of the wording or its corresponding structural scheme to make and record logical function Fn 

break as a "statement" regarding the procedure of "cracking" all elements of the system and its transmission channels 
of information connecting these blocks (if necessary). 

3. Using a set of famous logic postulates1 to bring the resultant logic function to its minimal "irrevocable" form. 
4. To move from this function to the "arithmetic" logic functions that contain numerical estimates of the 

likelihood of "hacking" all elements of the system. 
5. Perform all necessary arithmetic operations to obtain a "average" a certain way, "integral index", which is 

numerically equal to the probability of cheating of all units (elements) of the system under study. 
In this work, the indicator will be obtained for a distributed information management system (IMS), also taken 

from2 sample modeling the "threats" in the office of the head will assess the likelihood of illegal entry into the office 
of the Director for the purpose of the plunder of the service information. It is obvious that the index inputing such 
way (let's denote it L) is an integral character and is located entirely within the integral approach to the problem of 
information protection within the concept of integral safety. It is known that the integral safety that characterizes the 
physical condition of the functioning of the object, circulating information and human texture in which they are 
protected from all possible threats: unauthorized access, unauthorized access to resources under the computer system 
refers to use, modify, and destroy data used by this system that produced by an entity that is not entitled to such 
actions3 in the process of problem solving. 

Integrated security, in the limit, needs to accumulate like everything you need to solve this problem on the object 
types: security, fire, electrical, environmental, information, etc.), and a list of most of the channels of leakage of the 
object (acoustic, electric, electromagnetic, etc.) for their locks. 

Currently, it is generally recognized fact that, while remaining within the concept of integral protection, integral 
security of the object, the efficiency of the developed system of information security of the object can be 
substantially improved. 
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