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High Utility Sequential Patterns (HUSP) are a type of patterns that can be found in data 
collected in many domains such as business, marketing and retail. Two critical topics 
related to HUSP are: HUSP mining (HUSPM) and HUSP Hiding (HUSPH). HUSPM algorithms 
are designed to discover all sequential patterns that have a utility greater than or equal 
to a minimum utility threshold in a sequence database. HUSPH algorithms, by contrast, 
conceal all HUSP so that competitors cannot find them in shared databases. This paper 
focuses on HUSPH. It proposes an algorithm named HUS-Hiding to efficiently hide all HUSP. 
An extensive experimental evaluation is conducted on six real-life datasets to evaluate 
the performance of the proposed algorithm. According to the experimental results, the 
designed algorithm is more effective than three state-of-the-art algorithms in terms of 
runtime, memory usage and hiding accuracy.

© 2018 Elsevier Inc. All rights reserved.

1. Introduction

Since the 1990s, data mining has become the most important set of techniques for analyzing databases. Data mining 
techniques are designed to discover novel, useful, and unexpected patterns in databases, which can then be used for taking 
strategic decisions. High utility sequential pattern mining (HUSPM) is a key data mining task, useful in various domains such 
as business decision making, customer market basket analysis and stock market analysis. For example, retail stores often sell 
various goods including food, household products, and expensive products like jewelery and electronic devices. Retail store 
managers want to increase their revenues. To achieve this goal, they have to analyze the shopping behavior of customers 
to find out which products yield a high utility (profit). The obtained knowledge can then be used to design tailored selling 
and promotion strategies. HUSPM has been introduced to address this challenge. Numerous HUSPM algorithms have been 
proposed [4,15,24,28,32]. Recently, Wang et al. proposed the HUS-Span algorithm [28], which is to our best knowledge the 
fastest HUSPM algorithm.
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Data mining algorithms have many applications but they also represent an important risk for privacy. A number of 
privacy issues also arise with the proliferation of digital technologies. Personalized services such as reward cards (e.g. su-
permarket cards, frequent flyer/buyer cards) often require collection, (uncontrolled) processing, and even distribution of 
personal data and sensitive information. With ubiquitous connectivity, people are increasingly using electronic technolo-
gies in business-to-consumer and business-to-business settings. Examples are financial transactions, credit card payments, 
business transactions, emails, document exchanges, and even management of personal health records. This data typically 
includes personal information and is essentially privacy sensitive. Therefore, there is an obvious need for technologies that 
support these new services while ensuring privacy [20].

Privacy Preserving Data Mining (PPDM) is the process of isolating sensitive information in databases from data mining 
algorithms [1,3,6]. PPDM methods address the database inference problem that arises when confidential information can 
be derived from released data by unauthorized users. The objective of PPDM is to develop algorithms for transforming the 
original data so that the private data and private knowledge remain private even after the mining process [9,12,14,18,19,
23,26]. PPDM plays an important role in many domains such as medicine, marketing, and statistics. High utility sequential 
pattern hiding (HUSPH) is a task of PPDM. The aim of HUSPH is to hide all HUSP found in a sequence database for a given 
minimum utility threshold by modifying the original sequence database so that adversaries cannot discover these patterns 
in the sanitized database using the same minimum utility threshold. Although several algorithms have been proposed for 
HUSPM, few researches have addressed the problem of PPDM for HUSPM. In 2015, Dinh et al. proposed two algorithms 
named HHUSP and MSPCF [8]. These algorithms perform two steps (1) applying a HUSP mining algorithm on a sequence 
database to obtain a set of HUSP, (2) applying a hiding algorithm to modify the original database to hide these patterns 
and return a sanitized database. Then, algorithms such as MHHUSP [21] and HHUSP-D [22] were introduced to improve the 
performance of HHUSP. Although these algorithms can hide HUSP, it remains an important issue to further reduce the time 
and memory requirements for HHUSP, and improve the quality of the sanitized databases. Hence, this paper introduces 
a novel HUSPH algorithm named HUS-Hiding, which relies on a novel structure to enhance the sanitization process. An 
extensive experimental evaluation was conducted on six real-life datasets having various characteristics to evaluate the 
performance of the proposed algorithms in terms of computational time, memory usage and scalability. Moreover, a metric 
called missing cost was also used to evaluate the quality of a sanitized database. The rest of this paper is organized as 
follows. In the second section, HUSPM and HUSPH are briefly introduced, and then related work is reviewed. Next, in the 
third section, the new method is described. Then, the fourth section describes experiments carried out on six datasets. 
Finally, the last section draws a conclusion.

2. Related work

2.1. High utility sequential pattern mining

The problem of sequential pattern mining was first introduced by Agrawal and Srikant [2] as the problem of mining in-
teresting subsequences in a set of sequences [5,13]. High utility sequential pattern mining (HUSPM) generalizes the problem 
of sequential pattern mining by considering that each item appears zero, once or multiple times in each itemset (i.e. by 
considering purchase quantities of items in transactions, also called the internal utility of items), and that each item has a 
weight (also called external utility) indicating its relative importance or unit profit. The utility (profit) of a sequential pat-
tern is the sum of the maximum utility (profit) generated by the pattern in each sequence where it appears. HUSPM is the 
task of discovering all sequential patterns in a sequence database whose utility values are equal to or greater than a given 
minimum utility threshold (minutil). Numerous algorithms have been proposed for mining high utility sequential patterns. 
In 2010, Ahmed et al. proposed two algorithms for mining HUSP [4]. The UtilityLevel (UL) algorithm adopts a level-wise can-
didate generation approach for mining HUSP. At first, it generates candidate HUSP called high-swu sequences. Then, it scans 
the database again to identify HUSP among these sequences. The UtilitySpan (US) algorithm is more efficient than UL. It first 
scans a sequence database (SDB) once to detect length-1 high-swu sequences. Subsequently, it performs a second database 
scan to generate projected databases by considering each length-1 high-swu sequence as a prefix. Then, using a pattern 
growth approach, UL partitions the search space in several projected databases that it explores recursively using the same 
process. Thanks to this divide-and-conquer approach, US generates fewer candidates than UL. In 2012, Shie et al. proposed 
the UM-Span algorithm [24], which discovers high utility mobile sequential patterns with an efficient projected database 
based method and two efficient strategies to calculate the actual utility of mobile sequential patterns. The strategies are 
named utility shrinking and utility accumulation. Yin et al. proposed an algorithm for HUSPM called USpan [32]. USpan relies 
on a lexicographic q-sequence tree (LQS-Tree), two concatenation mechanisms (called I-Concatenation and S-Concatenation) 
and two pruning strategies: width pruning and depth pruning for mining HUSP efficiently. In 2014, Lan et al. presented an 
algorithm named PHUS [15] that uses a maximum utility measure and a sequence utility upper bound model (SUUB) with an 
indexing structure to find all HUSP. Recently, Wang et al. proposed an effective algorithm named HUS-Span [28] for HUSPM. 
In their study, they proposed a utility-chain structure to build a lexicographic tree to represent the search space of HUSPM. 
They also introduced two tight utility upper bounds: prefix extension utility (PEU) and reduced sequence utility (RSU), as well 
as two companion pruning strategies to identify HUSP. The experimental evaluation showed that HUS-Span outperforms 
USpan [32] in terms of execution time. The reason is that using PEU and RSU, HUS-Span can generate less candidates than 
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