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a b s t r a c t 

The traditional architecture of the network has legacy issues such as manageability, scala- 

bility and flexibility. Network administrators do not have much power to control and mon- 

itor their networks. Therefore, a new network architecture, so-called software-defined net- 

working (SDN), has emerged to address these challenging issues by redefining the network 

to make it programmable. SDN relies on decoupling the control plane from the data plane 

so that it is central and programmable. OpenFlow protocol, which is an open source proto- 

col adopted by the Open Networking Foundation, is empowered to facilitate the communi- 

cation between controller and switch and to enable agile management of the network. 

However, OpenFlow-based SDN has two shortcomings that affect the network’s perfor- 

mance. First, the communication between the controller and the switch introduces further 

delay in round-trip time (RTT). Second, the RTT delay results in packet loss or packets ar- 

riving at the destination out of order. These two major issues are more likely to occur with 

UDP traffic due to its characteristics. This paper explains the reasons behind these issues, 

hypothetically discusses some potential solutions and implements the proposed algorithm. 

The proposed algorithm reduces the number of packets out of order by increasing the 

hard timeout time of flow entries when the CPU’s usage increases and by gathering statis- 

tics from the switch more often. During the demonstration of OpenFlow-based SDN, a POX 

controller and Mininet are used to emulate the infrastructure needed. 

© 2017 Elsevier Ltd. All rights reserved. 

1. Introduction 

Software-defined networking (SDN) revolutionizes the traditional network with the new emerging architecture from a 

static network to a dynamic network, providing flexibility and scalability to the network. SDN emerged to open network 

interfaces and to allow the network’s devices to be programmable. SDN brings a variety of capabilities that help to ad- 

dress many of the conventional network’s issues. A traditional device such as a switch or router has two planes: the data 

plane and the control plane. The data plane is in charge of forwarding arrived packets based on the forwarding table, such 

as a routing information base or a forwarding information base. The control plane is part of the device’s architecture and 

is responsible for decision-making and deciding the best route for a packet, based on the knowledge it acquires from the 

hardware status, dynamic routing protocols or a manual configuration installed by a network administrator. In SDN archi- 
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tecture, the control plane is moved from the packet-switching devices to a logically centralized machine, which is called 

the controller. Forwarding decisions are made by the controller and then pushed down the rules to the switches in order 

to perform these rules, whether forwarding, modifying or dropping. This gives the network administrators full control to 

administer the entire network and manipulate the traffic as required. The network’s device is a simple place where flow 

entries are stored. The OpenFlow protocol, the so-called southbound protocol, facilitates the communication between the 

control plane and the data plane using a TCP or TLS session, which allows the controller to instruct the network’s devices 

securely. OpenFlow protocol emerged alongside the SDN approach to standardize southbound communication, as adopted 

by the Open Networking Foundation (ONF) [1] . The data plane has multiple flow tables in which the traffic can be classi- 

fied to a separate lookup; however, when it comes to physical devices, high memory performance is needed to accelerate 

the lookup. SDN’s architecture has brought many benefits to the network, such as a programmable interface that gives net- 

work administrators the ability to develop their own rules, as well as centralized control to apply those rules in an agile 

manner. Despite this, there are some drawbacks associated with SDN’s approach based on OpenFlow. The crucial one is the 

fact that the network’s performance is affected by the performance of the switch, the controller or OpenFlow protocol. The 

performance is affected each time the controller instructs the switch on how to deal with a new arrival packet. Therefore, 

UDP traffic experiences packet loss or packets out of order at the destination due to the number of packets waiting at the 

controller to be routed. 

The remainder of this paper is instructed as follows: Section 2 provides the literature review on SDN. Section 3 describes 

the technical background of UDP traffic in OpenFlow network. Section 4 collects and analyses UDP traffic by experiment. 

The design and the implementation is detailed in Section 5 , followed by Section 6 , where the analysis and results are given. 

Finally, Section 7 concludes this work. 

2. Literature review 

Networks are complex and difficult to manage because many kinds of appliances are involved, such as switches, routers, 

firewalls and servers. Therefore, the design and management of the network have become more innovative with the assis- 

tance of SDN. Over the last few years, the adoption of virtualization networks and the growing concentration on software- 

defined data centres (SDDCs) have resulted in a drive towards relying on SDN functionality. One of the key characteristics 

of SDDC is the virtualization of the data centre’s infrastructure and delivering as a service. Another key characteristic is 

automation of the control of data centre applications and services through a management system [2] . Consequently, SDN is 

used to address legacy network challenges through a data centre based on the Open Data Center Alliance, which provides 

the concise characteristics of modern network requirements as follows [3] : 

- Adaptability: networks have to adapt and respond to application requirements, business needs and network policies 

dynamically. 

- Automation: policy changes have to be automated and automatically propagated to the entire network, thus minimizing 

manual work and mistakes. 

- Maintainability: each new feature, such as software updates and patches, must be seamlessly introduced with a mini- 

mum of operational disruption. 

- Model management: software management has to permit the management of the network at the model level, rather 

than practically implementing changes by reconfiguring each network node. 

- Mobility: control functionality must feature mobility, including remote users, mobile devices and virtual servers. 

- Integrated security: network applications must seamlessly integrate security as a main service, rather than an additional 

solution. 

- On-demand scaling: implementations must be able to scale the network, and their services have to be available for 

on-demand requests. 

2.1. SDN architecture 

SDN opens network interfaces that enable the software to control the connectivity by decoupling control from traffic 

forwarding, logically centralizing the network and abstracting the underlying network infrastructure from applications [4] . 

As a result, enterprises and providers obtain first-time programmability, automation and control of the network and can 

therefore build a flexible and scalable network that adapts to changing business needs. 

Fig. 1 illustrates the elements of SDN architecture. The elements can be represented as components of different layers 

[5] . Each layer has its own specific role. The intelligence of the network is logically centralized in an SDN controller, which 

maintains the entire network. Consequently, it appears as a single and logical switch to the application or management 

layer. Therefore, this simplifies the network design and operation, as well as the network devices themselves. Thus, they no 

longer need to understand and process the complexity of protocols; instead, the SDN controller dictates instructions to the 

network’s devices, and they just accept them. 
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