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a b s t r a c t 

Mobile ad hoc networks (MANETs) are one of the emerging technologies of wireless com- 

munication, in which each node in the MANET acts as a router. In an ad hoc network, any 

node can communicate with any other node in the network. However, this infrastructure 

of mobile nodes makes this system more vulnerable to various types of attacks. A black 

hole attack is one such attack in which the packet is dropped maliciously. In this paper, 

we propose a security solution known as the honeypot-based dynamic anomaly detection 

using cross-layer security (HBDADCS). The proposed technique detects and isolates black 

hole attacks from the ad hoc network. In this work, various novel algorithms are used 

which involve honeypot methodology. These technologies are proposed in order to detect 

and isolate black hole attacks from the network. Simulation-based results prove that the 

proposed technique has better packet delivery and end to end to delay with a decreased 

network load solely due to control packets compared to the other existing techniques. 

© 2016 Elsevier Ltd. All rights reserved. 

1. Introduction 

A mobile ad hoc network (MANET) [1,2] consists of dynamic, self-configuring, self-deployable nodes, where each node 

acts as a router. Unlike cellular or wired networks, MANETs [3–5] do not require a base station or centralized routers due to 

their ad hoc nature. A strict layered architecture is not sufficient to handle the dynamics of a wireless network environment. 

In particular, the security of MANETs cannot be solved in isolation in a single layer. Cross-layer design is therefore used to 

enhance network performance by exchanging or sharing information between the layers. This is a technique for exploiting 

dependencies between the layers, which increases performance; cross-layer design shares knowledge about the state and 

conditions of one layer with the other layers. 

Each layer of the network protocol stack suffers from various types of attacks. A black hole attack is a type of DoS attack. 

It constitutes a severe threat against the routing protocol and is accomplished by dropping packets; these attacks are easily 

employed against the routing in a MANET. The main aim of this attack is to make the destination node unreachable or to 

downgrade the communication throughout the network. The invisible action of black hole nodes [6–8] can be detected only 

by monitoring the lost traffic. The black hole attack drops all the packets in the communication path. In order to secure a 

MANET against the black hole attack, cross-layer security techniques can be implemented. Two layers are considered: the 
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MAC and routing layer. In order to improve security, these two layers are considered with minimum features, since if their 

features are minimal, the network processing overhead is reduced. A honeypot-based security solution is also included in 

this proposed technique. The use of a honeypot means that it is necessary to learn how attackers probe and attempt to gain 

access to the network in MANETs. A honeypot gives precise information, in which a very small amount of data contains 

malicious activity. The proposed technique for black hole attack detection and isolation in MANETs consists of a security 

solution known as honeypot-based dynamic anomaly detection using cross layer security (HBDADCS). 

In order to detect and isolate black hole attacks using a cross-layer approach, HBDADCS uses features of attacks against 

both the MAC and the network layer. In this method, lower-layer feedback is sent to the upper-layer feedback. Lower-layer 

feedback refers to the information obtained from the MAC layer, while upper-layer feedback refers to the features collected 

from the network layer. In order to implement this concept, a cross-layer data monitoring algorithm is proposed. This algo- 

rithm is responsible for correlating the features of the MAC layer with those of the network layer. This algorithm computes 

the attack overload of the network by calculating the packet drop count from the MAC layer and the missed IP from the 

network layer. This technique also uses a dynamic timer algorithm that estimates the attack overhead in the network using 

cross-layer features. The HBDADCS technique implements cross-layer isolation, which is responsible for separating the black 

hole nodes using the MAC and network layer features from the MANET. Additionally, while separating the black hole nodes, 

the algorithm updates the details of the black hole node in the route lookup table. Finally, a broadcast packet technique is 

used to broadcast black-listed nodes throughout the network. The structure of this paper is as follows. Section 2 discusses 

related work which has been carried out in cross-layer security and honeypot approaches. Section 3 gives a description of 

the HBDADCS architecture. Section 4 presents the results of simulation for the proposed work. Finally, Section 5 concludes 

this paper. 

2. Related work 

The network layer of MANET is vulnerable to various types of attack, and this has led to a comprehensive study of routing 

attacks [9,10] . Various authors have proposed several techniques for solving the problem of black hole attacks [11,12] . The 

authors of [13] have proposed a distributed and co-operative mechanism for detecting collaborative attacks in MANET. Their 

technique consists of four phases: local data collection, local detection, co-operative detection and a global reaction. The 

local data collection phase consists of an estimation table which contains information about the malicious nodes. The local 

detection phase is responsible for detecting the suspicious black hole node in the network. If the value resulting from the 

inspection process is positive, the node is considered to be a normal node; otherwise, the initial detection node starts the 

detecting process and notifies this to all its one-hop neighbors participating in the detection process. A global reaction 

system in this model warns the entire network about the attack. 

Mistry et al. [14] proposed a technique which consists of adding a new table Cmg_RREP_Tab, a new timer 

MOS_WAIT_TIME and a variable Mali_node to the AODV protocol. RREP_WAIT_TIME calculates the value of the source node 

sending the first RREP packet, until it receives the RREP control message. The Cmg_RREP_Tab table stores RREP packets, 

while the Mali_node variable records the malicious node ID and discards control messages from these nodes. 

Su [15] proposed an intrusion detection technique called an Anti-Black Hole Mechanism (ABM) which employs two ad- 

ditional tables known as RREQ (RQ) table and Sniff Node (SN) table. RQ table maintains all the values of RREQ messages 

within the transmission range of the node, whereas SN table records the suspicious nodes within its transmission range. The 

value of the suspicious node is calculated by identifying the forwarded message of intermediate node. Nadeem and Howarth 

[14] proposed a protection scheme which detects and prevents attacks in MANET. The proposed technique implements train- 

ing and testing the data using knowledge base. Their proposed technique consists of network monitoring and data collection, 

training and testing modules to detect attacks. They handled various types of attacks and detected the attacks. 

Rutvij [16] proposed a technique which makes use of AODV protocol to detect Black Hole attack. In this work, a dynamic 

node calculates a peak value for every time interval. The peak value calculates RREP sequence number, routing table se- 

quence number and number of replies received during a particular time interval. These values are calculated for every time 

interval and in this way the attacks are calculated dynamically. According to their algorithm when an intermediate node 

receives RREP packets having higher sequence number than the peak value that node are marked as malicious node. Further 

the other nodes in the routing path get the details about malicious node information and isolate that vulnerable node from 

the network. Comparing with these all other existing works, the system proposed in this paper is unique in many ways. 

First, it has been developed for the distributed nature of MANETS. Second, it is cooperative with normal nodes to consider 

the neighbour node’s result to detect malicious behaviour. Third, Honeypot based security concept is used to detect and to 

isolate attacks. Finally, the proposed HBDADCS technique uses dynamic attack detection method that improves the accuracy 

of detecting the attacks in MANET. 

3. Vulnerability of black hole attacks 

A malicious Black Hole node uses the AODV protocol to advertise itself as having the shortest path to the node, whose 

packets it wants to intercept. Hence, this malicious reply reaches the source node or requesting node before the reply from 

the actual node. So, a forged route is created. This malicious node can then choose whether to drop the packets to perform 

a DoS attack, or to use its place on the route as the first step in a man-in-the-middle attack. A Black Hole node can violate 
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