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a b s t r a c t

Today most research involving the execution of the Advanced Encryption Standard (AES) algorithm falls
into three areas: ultra-high-speed encryption, very low power consumption, and algorithmic integrity.
This study’s focus is on how to lower the power consumption of an FPGA-based encryption scheme with
minimum effect on performance. Three novel FPGA schemes are introduced and evaluated. These
schemes are compared in terms of architectural and performance differences, as well as the power con-
sumption rates. The results show that the proposed schemes are able to reduce the logic and signal power
by 60% and 27%, respectively on a Virtex 2 Pro FPGA while maintaining a high level of throughput.

� 2009 Elsevier B.V. All rights reserved.

1. Introduction

Communication among a large number and diverse set of de-
vices has increased dramatically in recent years. This in turn has
led not only to the need for connecting a large number of devices,
but means to ensure that communication is secure. Today the most
commonly used and accepted standard for private key encryption
is the Advanced Encryption Standard (AES). Since its inception
AES has been the subject of in-depth research that has typically
focused on three areas. The first is algorithmic integrity, which
ensures there is no feasible way to obtain the original data in a
timely manner [1]. The second area is high throughput schemes,
which seek to carry out encryption as quickly as possible [2,3].
The final area of emphasis has been on low power systems, which
seek to minimize power consumption at all costs [4,5].

Recently a combination of the latter two areas of research have
become of great importance, allowing new implementations to
maintain a high throughput while using as little hardware and
power as possible. This area is growing increasingly important as
devices are not only communicating in higher frequency, but in
larger quantities and need to translate the secured data into a
usable state as efficiently as possible. It is this research emphasis
that this study explores. More specifically this study focuses on
the implementations pertaining to FPGAs and reconfigurable hard-
ware for the implementation of the AES algorithm. The primary
reason for this is that as reconfigurable hardware technologies

continue to progress it is becoming more viable for devices to
use a single chip for multiple tasks and simply reconfigure the chip
for its current need. This is particularly useful in the field of sensor
networks where hardware and power is limited, but secure com-
munications may be critical.

This paper is organized as follows: Section 2 provides a brief
overview of the AES algorithm. In Section 3 a brief description of
current schemes is presented. Section 4 introduces the proposed
schemes. In Section 5 a comparative analysis of the schemes is pre-
sented, the first half focuses on how the decisions made in a given
scheme affected their performance and hardware requirements.
The second half focuses on the power consumption of the schemes
available for testing and what can be learned about how to control
power consumption. Some concluding remarks are included in Sec-
tion 6.

2. Advanced Encryption Standard (AES)

AES was developed to replace the aging Data Encryption Stan-
dard (DES), which after twenty years of use had become suscepti-
ble to brute force attacks. AES was introduced in 2001 [6] after an
extensive vetting process were many algorithms were proposed for
evaluation and in the end the Rijndael algorithm was adopted as
the AES algorithm. The core of the algorithm is made up of four ba-
sic components, which work on 8 bit data blocks. The whole
128 bit input to the algorithm is organized into a 4 � 4 matrix
termed a state, to obtain the 8 bit blocks. The component blocks
then carry out their transformations on the input data repeatedly
to generate the cyphertext. The overall architecture of the round
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block is shown in Fig. 1. Each of the basic transformations are
briefly described below, along with a fifth block that performs
the transformation on the encryption key that produces each
round key. A more detailed description of the standard can be
found in [7].

Byte substitution. The byte substitution block (SBOX) is based on
taking a non-linear byte substitution. This is the most mathe-
matically complex of the components and as a result is typically
implemented by a look up table. Each of the schemes contained
in this paper chose to use the look up table implementation for
the SBOX.
Shift rows. The shift rows component takes the data in the state
matrix and circularly shifts each data block left by its row index.
Mix columns. The mix Column transformation generates a new
value for each of the 8 bit data blocks by using a weighted
sum of all of the data blocks within a given column of the state
matrix. This is the only transformation that cannot be simplified
to a single operation working on a single state matrix data
block, but requires the 32 bits in a given column.
Add round key. The add round key component takes in a unique
round key form the key expansion component and simply per-
forms a bit by bit addition with each of the bits in the state
matrix.
Key expansion. The key expansion component takes in the initial
key or previous round key and organizes the data into a state
matrix, then circularly shifts each of the data blocks in the final
column up one position and combines the topmost block with a
round constant. The final column then undergoes the substitu-
tion transformation and finally the columns are added together
to generate a new 128 bit round key.

The standard architecture for any AES device consists of the ser-
ies connection of the SBOX, shift row, mix column, and add round
key transformations. The key expansion block is used to generate
the required number of round keys, 10 for 128 bit initial key sizes,
and providing them for the Add Round Key block. For standard
128 bit key encryption the data is fed through the transformations
10 times with the Mix Column transformation being omitted in the
final round.

It is in the assembly of these components that many of the ma-
jor design decisions arose. The choices that differentiate the
schemes are explained during the scheme introductions. This in-
cluded whether to use full 128 bit busses, which require a larger
amount of hardware. Using full bus widths has two contrasting re-
sults, using more component blocks and requiring larger FPGAs or
using more complex control logic with storage and buffer registers.
For all the proposed and reference schemes full 128 bit data paths
are used.

3. Current schemes

In this section existing FPGA-based schemes are presented and
ordered chronologically from oldest to most recent. This descrip-
tion includes both the overall structure of the scheme, and the pur-
pose for which each scheme was designed. As mentioned earlier
the schemes use commercially available FPGAs rather than an
application specific integrated circuit.

3.1. NIST scheme

The primary purpose of the National Institute of Standards and
Technology (NIST) scheme was to demonstrate how to build an
AES device that is fully compatible with all the AES encryption
key sizes [8]. Since this scheme did not intend to be a demonstra-
tion of the fastest possible implementation or the most efficient it
was chosen because it was representative of an average non-opti-
mized implementation, which was concerned more about total
standard compliance than speed or power consumption. As a result
this scheme requires the largest FPGA of the considered schemes.
There are full 128 bit data input and output busses, along with a
256 bit key input bus. In this scheme the key can be saved for mul-
tiple encryptions or stored concurrently with the data to allow for
maximum flexibility in key handling.

Unlike the forthcoming proposed schemes the NIST scheme’s
round implementation is accomplished through Hardware Defini-
tion Language (HDL) function calls from a specially designed pack-
age file rather than through explicit round descriptions. This means
that the physical layout is very dependant on the synthesizing,
mapping, and routing functions of the design software, rather than
the designer explicitly defining the organization of components.
Once the encryption process is started the scheme takes 12 cycles
until the ciphertext is written to the data output bus.

3.2. Gaj scheme

The Gaj et al. scheme [9] was built for evaluating the final can-
didates of the AES algorithm and how well they could be adapted
for use on FPGAs. The reason for this evaluation was that the NIST
evaluations were focusing predominately on ASIC implementa-
tions as well as Software implementation, but not on reconfigura-
ble hardware applications. More specifically the evaluation focused
of the comparison of hardware size and total throughput, which
meant that while hardware size was important hardware-perfor-
mance trade-offs were not fully considered to achieve the highest
throughput possible.

The architecture of the scheme is a very simple repeated round
block, which was built using the exact specifications of the Rijnd-
ael algorithm, and is shown in Fig. 2. This means that there were
no optimizations to any components in the block. Additionally
the SBOX component was made to output both the encryption

Fig. 1. Round block organization. Fig. 2. Block diagram of the Gaj scheme.

J. Van Dyken, J.G. Delgado-Frias / Journal of Systems Architecture 56 (2010) 116–123 117



https://isiarticles.com/article/23736

