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Abstract
The emergence of public access wireless networks enables ubiquitous Internet services, whereas inducing more challenges of security due to open mediums. As one of the most widely used security mechanisms, authentication is to provide secure communications by preventing unauthorized usage and negotiating credentials for veriﬁcation. Meanwhile,
it generates heavy overhead and delay to communications, further deteriorating overall system performance. Therefore,
it is very important to have an in-depth understanding of the relationship between the security and quality of service
(QoS) through the authentication in wireless networks. In this paper, we analyze the impact of authentication on the
security and QoS quantitatively. First, a system model based on challenge/response authentication mechanism is introduced, which is wide applied in various mobile environments. Then, the concept of security levels is proposed to
describe the protection of communications with regard to the nature of security, i.e., information secrecy, data integrity,
and resource availability. Third, traﬃc and mobility patterns are taken into account for quantitative analysis of QoS.
Finally, we provide numerical results to demonstrate the impact of security levels, mobility and traﬃc patterns on overall system performance in terms of authentication cost, delay, and call dropping probability.
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With the deployment of public access wireless
networks, the demand for ubiquitous Internet services is dramatically increased, whereas inducing
more challenges of security due to open mediums
[1]. In order to provide secure services over wireless
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networks, security mechanisms such as authentication and encryption are deployed at the expense of
quality of service (QoS) because of the implementation overhead.
As one of the most widely used security mechanisms, authentication is a process to identify a mobile user (MU), authorize resources to the MU,
and negotiate secret credentials for protecting
communications [2]. In the authentication, an
MU will submit credentials like certiﬁcates and
challenge/response values [3–8], which will be veriﬁed with a security association (SA), a description
on keys and encryption algorithms. With the
authentication, network resources are protected
by only allowing legitimate users to obtain services. The information secrecy and data integrity
are also guaranteed because session keys may be
generated during the authentication process for
data encryption and message authentication.
Thus, the network security in terms of protection
for network resources, information secrecy, and
data integrity is aﬀected greatly by the authentication service.
In addition, an authentication service also has
signiﬁcant eﬀects on the QoS. When certiﬁcates
are used for authentication, it involves with the
application of public/private-key based authentication mechanism, in which more time and power
are consumed due to the computation complexity
of encryption and decryption of data [9]. Thus,
in order to achieve eﬃcient authentication, challenge/response authentication mechanism based
on secret keys is widely used in wireless networks
[10–12]. However, the credentials of the MU are
encrypted and transmitted hop-by-hop for remote
veriﬁcation among authentication servers in challenge/response authentication. This remote transmission and encryption/decryption of credentials
increase the overhead of communications, thus
inﬂuence many QoS parameters such as authentication cost, delay, and call dropping probability
due to extended waiting time. Therefore, the tradeoﬀ between security service and system performance should be concerned in diﬀerent scenarios,
because users have diﬀerent preferences on security
and performance from time to time.
Furthermore, the impact of authentication on
QoS parameters is far more sophisticated for dif-

ferent mobility and traﬃc patterns, since the
authentication requests are generated when an
MU either requests resources, or crosses boundaries of subnets with on-going communications.
Thus, the authentication based on diﬀerent mobility and traﬃc patterns may greatly impact QoS
parameters such as aggregated authentication cost
in a network, because the cost needs to be calculated by adding up the costs in all of the authentication requests.
In order to improve the security and eﬃciency
during the authentication, many authentication
schemes are proposed, focusing on the design of
lightweight and secure authentication protocols
[2,5–7,10–20]. However, none of these work provide quantitative analysis on security and system
performance, simultaneously, and nor do they
model the relationship between security levels and
system performance analytically, although some
of them evaluate the system performance for certain security policies through simulations [15,20].
Moreover, mobility and traﬃc patterns are not
considered, which are important features in wireless networks. Therefore, new authentication
solutions may not be fully adapted to mobile environments with the concerns of security, mobility
and traﬃc patterns.
In this paper, we analyze the eﬀect of challenge/response authentication on security and system performance quantitatively. First, we propose
a system model, which is highly consistent with
many wireless networks such as Mobile IP and
wireless local area network (WLAN). This consistency guarantees that our analysis is applicable in
realistic mobile environments. Second, we classify
the security levels with regard to the nature of
security, i.e., information secrecy, data integrity,
and resource availability, and study the eﬀects
of authentication on QoS at diﬀerent security levels. The QoS parameters that we investigate in
this paper include authentication cost, delay,
and call dropping probability, all of which are
considered in combination with mobility and trafﬁc patterns.
Our earlier work [21,22] presented a framework
of performance analysis, focusing on authentication delay and call dropping probabilities. In this
paper, we not only provide the analysis details

