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a b s t r a c t

Temporal Bayesian networks have gained popularity as a robust technique to model dynamic systems

in which the components’ sequential dependency, as well as their functional dependency, cannot be

ignored. In this regard, discrete-time Bayesian networks have been proposed as a viable alternative to

solve dynamic fault trees without resort to Markov chains. This approach overcomes the drawbacks of

Markov chains such as the state-space explosion and the error-prone conversion procedure from

dynamic fault tree. It also benefits from the inherent advantages of Bayesian networks such as

probability updating. However, effective mapping of the dynamic gates of dynamic fault trees into

Bayesian networks while avoiding the consequent huge multi-dimensional probability tables has

always been a matter of concern. In this paper, a new general formalism has been developed to model

two important elements of dynamic fault tree, i.e., cold spare gate and sequential enforcing gate, with

any arbitrary probability distribution functions. Also, an innovative Neutral Dependency algorithm has

been introduced to model dynamic gates such as priority-AND gate, thus reducing the dimension of

conditional probability tables by an order of magnitude. The second part of the paper is devoted to the

application of discrete-time Bayesian networks in the risk assessment and safety analysis of complex

process systems. It has been shown how dynamic techniques can effectively be applied for optimal

allocation of safety systems to obtain maximum risk reduction.

& 2012 Elsevier Ltd. All rights reserved.

1. Introduction

Among several techniques available to quantify the occurrence
probability of accident scenarios or to estimate the failure prob-
ability of systems in the context of quantitative risk assessment,
probabilistic safety analysis and reliability engineering, the fault
tree (FT) method is the most recognized and widely used. FT is a
deductive, user-friendly methodology constructed intuitively, dis-
secting the system for further detail until the primary causes of the
system’s failure or unavailability are known. FT could also be
analyzed using well-established algorithms such as binary decision
diagrams or analytical methods such as minimal cut sets. However,
conventional or static fault trees (SFTs) are characterized by
limitations constraining their application in complex systems
where, for instance, redundant failures, multi-state variables and/
or sequential and functional dependencies are common.

In recent years, Bayesian networks (BNs) have become popular
for reliability and risk analysis of complex systems as a robust and
viable alternative to most conventional methods such as relia-
bility block diagrams [1], FT [2–4] and event tree (ET) analysis [5].

BN is a probabilistic method for reasoning under uncertainty
which factorizes the joint probability distribution of a set of
variables by considering local dependencies, significantly redu-
cing both the system complexity and the computational time
[2–4,6,7]. Most recently, Weber et al. [7] have given a statistical
review of BN application and shown the appeal of Bayesian
approaches in various areas of reliability, risk and maintenance
engineering since 2000.

Many authors have shown the parallels between FT and BN
and have examined the extent to which the limitations of the
former can be relaxed by relying on the later. Bobbio et al. [2]
were the first to map FT into BN to incorporate multi-state
variables and common cause failures by means of the leaking
noisy-or model. They also performed a sequentially dependent
failure analysis which was an example of functional dependency,
i.e., without considering the temporal sequence of failures (like
the performance of the functional dependency gate in dynamic
fault trees). Similar efforts have been made by Langseth and
Portinale [3] to account for coverage factors in redundant systems
by means of the noisy-and model, and also by Khakzad et al. [4]
to explicitly model functional uncertainty and expert opinion in
the safety analysis of process systems.

Dynamic fault tree (DFT) was introduced as an extension to
SFT to model sequentially dependent failures in dynamic sys-
tems [8]. In a dynamic system, the failure sequence of events is as
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important as their combinations for the system to be unavailable
or to fail. In other words, compared to SFT in which it only
matters which components participate in a minimal cut set, in
DFT the failure sequence of the participating components is also
important [9]. DFT takes the sequential dependencies into
account by using several dynamic gates such as a functional
dependency gate (FDEP), cold spare gate (CSP), sequence enfor-
cing gate (SEQ) [8] and priority-AND gate (PAND) [10].

Due to the sequential dependencies and dynamic behavior
among the components of the system, DFT cannot be analyzed
using conventional algorithms available for SFT. In this regard,
DFT has traditionally been converted to the corresponding
Markov chain model (MC) for which well-established and effi-
cient solving techniques have been developed. Nevertheless,
converting DFT into MC is an error-prone and cumbersome
exercise [8]. Moreover, the state space of the MC (i.e., the set of
its nodes) grows exponentially with the number of components of
the corresponding DFT, making the MC very large and intractable.
Indeed, for a MC equivalent to a DFT with m binary-state
components (i.e., work/fail) for which k out of m components
are sequentially dependent, the number of states is proportional
to the product of 2m (the number of state combinations) and k!
(the possible number of sequence combinations) [6]. This pro-
blem is frequently encountered in Markov processes and is
referred to as the state space explosion. It should be noted that
even a relatively simple DFT can result in a complicated and time-
consuming MC, particularly in the presence of dynamic gates
cascade [6,8,9,11]. Also, MC has been mentioned to have limita-
tions in modeling dependencies among components with non-
exponential failure time distributions [11].

As an example, consider a parallel system consisting of three
pumps A, B and C of different failure rates, in which B is planned
to only operate as a standby to A. In other words, not only all
three pumps have to fail for the system to fail, but also A must fail
before B. Fig. 1 illustrates the SFT (left), the DFT (middle) and the
equivalent MC (right) for the failure analysis of the system. As the
SFT cannot capture sequential failures, it ignores the sequential

dependence between A and B, approximating the system failure
using an AND gate. On the other hand, the DFT employs a cascade
of SEQ gate and AND gate to model the dynamic behavior. The
DFT is then conventionally converted to the MC to be solved.
Assuming a mission time of t¼100 h and the failure rates 0.3E-03,
0.5E-03 and 0.7E-03 for A, B and C, respectively, the failure
probability of the system is calculated as 9.76E-05 and 4.94E-05
using SFT and DFT (MC), respectively. This example demonstrates
how the failure probability and also the consequently envisaged
risk in dynamic systems can be overestimated (here by a factor of
two) if dependency conditions are ignored or simplified through
using static techniques.

Considering the abovementioned problems encountered in
converting DFT into MC, temporal Bayesian networks (TBNs) have
alternatively been proposed to explicitly incorporate time in the
modeling of sequential dependencies without resort to MC.
Accordingly, two different approaches have been adopted:
instant-based (time-sliced) approach and interval-based (event-
based) approach [12]. In the first approach, the time line is
divided into a finite number of time instants (e.g., ti�1,ti,tiþ1),
and identical BN structures are generated for each time instant,
connected to each other by means of temporal arcs (e.g., [13,14]).
In the second approach, the time line is partitioned into a finite
number of time intervals (e.g., �ti�1,ti�,�ti,tiþ1�), and only one BN is
generated, each node of which has a finite number of states equal
to the number of time intervals [6,11,12] (see Section 2.2). Fig. 2
illustrates how a CSP gate is converted into interval-based and
instant-based (here, a 2-time-slice) BN structures.

Following the instant-based approach, Montani et al. [13]
developed the RADYBAN software tool for reliability analysis of
dynamic systems by converting DFT into a 2-time-slice BN. They
also introduced the probability dependency gate (PDEP) as a
probabilistic case of FDEP proposed by Dugan et al. [8]. Their
work was further developed by Portinale et al. [14], enabling the
modeling of repairable systems by introducing the repair box
gate. The instant-based approach has been criticized for either
being too general or resulting in unnecessarily large networks due
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Fig. 1. SFT (left), DFT (middle) and MC (right) models for a three-component parallel system in which A must fail before B. The dashed parts in the MC are not accounted

for in the system failure due to the representation of improper failure sequences. l is the failure rate of components.

N. Khakzad et al. / Reliability Engineering and System Safety 109 (2013) 5–176



https://isiarticles.com/article/29188

