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a b s t r a c t
This paper explores the application of data mining techniques to fraud
detection in the audit of ﬁnancial statements and proposes a taxonomy to
support and guide future research. Currently, the application of data
mining to auditing is at an early stage of development and researchers
take a scatter-shot approach, investigating patterns in ﬁnancial statement disclosures, text in annual reports and MD&As, and the nature of
journal entries without appropriate guidance being drawn from lessons
in known fraud patterns. To develop structure to research in data mining,
we create a taxonomy that combines research on patterns of observed
fraud schemes with an appreciation of areas that beneﬁt from productive
application of data mining. We encapsulate traditional views of data
mining that operates primarily on quantitative data, such as ﬁnancial
statement and journal entry data. In addition, we draw on other forms of
data mining, notably text and email mining.
© 2014 Elsevier Inc. All rights reserved.

1. Introduction
This study explores the targeted application of data mining techniques to fraud detection as a core
component of ﬁnancial statement audits.1 Data mining refers to the extraction of knowledge from large
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1
While the paper focuses on the detection of fraud within the ﬁnancial statement audit conducted by external auditors, most of
the key messages are also relevant for internal auditors.
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volumes of data (Han and Kamber, 2006. 5). Data mining involves acquisition, loading and integration of
data; application of specialist data mining tools and, ﬁnally, human interpretation of the discovered
meaning.2 The decision to incorporate data mining into ﬁnancial audits is both a ﬁrm-level decision for
accounting ﬁrms and an engagement-level decision. Firm-level decisions preclude engagement-level
decisions in that if ﬁrm management does not see a beneﬁcial reason to invest resources in software,
infrastructure, training, and stafﬁng then data mining will likely not be a cost-effective option for
engagement teams. Larger accounting ﬁrms and some specialist providers offer a variety of data mining
services. Currently, data mining is used in specialized audits (e.g., fraud audits or forensic audits) by expert
staff in the professional services ﬁrms; however, data mining is seldom used in ﬁnancial statement audits.
When used, it is for identiﬁed high-risk clients by the ﬁrm's data mining specialists. The majority of this
paper is focused on engagement-level data mining activities; however, we revisit ﬁrm-level issues and
research opportunities in the concluding parts of the paper.
Applying data mining to fraud detection as part of a routine ﬁnancial audit can be challenging and, as we
will explain, data mining should be used when the potential payoff is high. In general, when it comes to fraud
detection for a given audit client, the audit team would make three major decisions: (1) What speciﬁc types of
fraud (e.g., revenue recognition, understated liabilities, etc.) should be included in the audit plan for a
particular client? (2) What sources of data (e.g., journal entries, emails, etc.) would provide evidence of each
type of fraud? (3) Which data mining technique(s) (e.g., directed or undirected techniques) would be the
most effective for ﬁnding potential evidence of fraud in the selected data? Developing answers for each of
these questions is signiﬁcant individually, but, in combination, answering these questions is challenging.
These challenges may encourage the audit team to continue to use traditional – but less diagnostic – analytical
and substantive procedures. However, as we will discuss in this paper, each of the populations for each of these
three questions can be intelligently reduced so that the application of data mining to fraud detection becomes
more manageable and will have a higher potential for a successful payoff. We also recognize that data mining
techniques and associated software can have a steep learning curve. Further, if used improperly, data mining can
produce many false positives and spurious patterns that will require auditors to expend time to subsequently
investigate. The primary contribution of this paper is in identifying speciﬁc fraud and evidence combinations
where data mining would be the most effective in traditional ﬁnancial audits as well as those combinations
where data mining would be least effective. Identifying the more effective use of data mining could encourage
auditors to include data mining as a regular element of their audit programs. Future researchers can build on our
exploratory ﬁndings to further reﬁne the application of data mining in ﬁnancial statement audits.
Speciﬁcally, the paper proposes a taxonomy that includes three components, namely, account schemes
and evidence schemes (components of fraud schemes as deﬁned by Gao and Srivastava (2011)),3 and data
mining functionality to identify the most effective combinations of those three components. Data mining has
the potential to enhance the efﬁciency and effectiveness of the audit. Productive data mining toolsets are now
more widely available and auditors have access to a cornucopia of audit-relevant data both internal and
external to the client organization. Internal data can include ﬁnancial data, non-ﬁnancial data, and email
archives. Externally, a vast array of quantitative and qualitative information on organizations is now available
on the Internet and in commercial ﬁnancial and textual databases. These include news reports, blog postings,
Facebook postings, and Twitter feeds. For public companies, regulatory ﬁlings such as the ﬁlings made on the
U.S. Securities and Exchange Commission's (SEC's) EDGAR database in XBRL format are available.
There has been an increased interest in data mining for fraud detection in the regulatory and professional
domain. For example, the SEC has developed an “Accounting Quality Model,” (commonly referred to as the
Robocop) designed to identify anomalous ﬁnancial statement ﬁlings to the Commission. The tool mines the
XBRL data repository along with other datasets (Lewis, 2012; Rohman and Berg, 2013). A recent report by the
Financial Executives International (FEI) also points to a variety of tools to data mine the XBRL ﬁlings to the SEC
(FERF, 2013). The Advisory Committee on the Auditing Profession (ACAP) to the U. S. Treasury recommended

2
CRISP-DM sets out a methodology that sets out a process model that sees data mining ﬂowing from the development of a
business context for the mining; understanding data sources; data preparation; modeling; evaluation and deployment (Chapman et
al., 2000).
3
Gao and Srivastava (2011) divided fraud schemes into two components: account schemes reﬂecting the accounts impacted by
the fraud (e.g., ﬁctitious revenue) and evidence schemes reﬂecting how the fraudster implemented the fraud (e.g., fake documents).

