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Wireless sensor networks are becoming increasingly popular for a variety of applications. Users are frequently faced with the surprising discovery that readings produced
by the sensing elements of their motes are often contaminated with outliers. Outlier
readings can severely affect applications that rely on timely and reliable sensory data in
order to provide the desired functionality. As a consequence, there is a recent trend to
explore how techniques that identify outlier values based on their similarity to other
readings in the network can be applied to sensory data cleaning. Unfortunately, most of
these approaches incur an overwhelming communication overhead, which limits their
practicality. In this paper we introduce an in-network outlier detection framework,
based on locality sensitive hashing, extended with a novel boosting process as well as
efﬁcient load balancing and comparison pruning mechanisms. Our method trades off
bandwidth for accuracy in a straightforward manner and supports many intuitive
similarity metrics. Our experiments demonstrate that our framework can reliably
identify outlier readings using a fraction of the bandwidth and energy that would
otherwise be required.
& 2011 Elsevier B.V. All rights reserved.
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1. Introduction
Pervasive applications are increasingly supported by
networked sensory devices that interact with people and
themselves in order to provide the desired services and
functionality. Because of the unattended nature of many
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applications and the inexpensive hardware used in the
construction of the sensors, sensor nodes often generate
imprecise individual readings due to interference or
failures [1]. Sensors are also often exposed to severe
conditions that adversely affect their sensing elements,
thus yielding readings of low quality. For example, the
humidity sensor on the popular MICA mote is very
sensitive to rain drops [2].
The development of a ﬂexible layer that will be able to
detect and ﬂag outlier readings, so that proper actions can
be taken, constitutes a challenging task. Conventional
outlier detection algorithms [3,4] are not suited for our
distributed, resource-constrained environment of study.
First, due to the limited memory capabilities of sensor
nodes, in most sensor network applications, data is continuously collected by motes and maintained in memory
for a limited amount of time. Moreover, due to the
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frequent change of the data distribution, results need to
be generated continuously and computed based on recently
collected measurements. Furthermore, a central collection
of sensor data is not feasible nor desired, since it results in
high energy drain, due to the large amounts of transmitted data. Hence, what is required are continuous,
distributed and in-network approaches that reduce the
communication cost and manage to prolong the network
lifetime.
One can provide several deﬁnitions of what constitutes
an outlier, depending on the application. For example in
[5], an outlier is deﬁned as an observation that is sufﬁciently far from most other observations in the data set.
However, such a deﬁnition is inappropriate for physical
measurements (like noise or temperature) whose absolute values depend on the distance of the sensor from the
source of the event that triggers the measurements.
Moreover, in many applications, one cannot reliably infer
whether a reading should be classiﬁed as an outlier
without considering the recent history of values obtained
by the nodes. Thus, in our framework we propose a more
general method that detects outlier readings taking into
account the recent measurements of a node, as well as
spatial correlations with measurements of other nodes.
Similar to recent proposals for processing declarative
queries in wireless sensor networks, our techniques
employ an in-network processing paradigm that fuses
individual sensor readings as they are transmitted
towards a base station. This fusion, dramatically reduces
the communication cost, often by orders of magnitude,
resulting in prolonged network lifetime. While such an
in-network paradigm is also used in proposed methods
that address the issue of data cleaning of sensor readings
by identifying and, possibly, removing outliers [6,2,1,7],
none of these existing techniques provides a straightforward mechanism for controlling the burden of the nodes
that are assigned to the task of outlier detection.
An important observation that we make in this paper
is that existing in-network processing techniques cannot
reduce the volume of data transmitted in the network to a
satisfactory level and lack the ability of tuning the

resulting overhead according to the application needs
and the accuracy levels required for outlier detection.
Note that it is desirable to reduce the amount of transmitted data in order to also signiﬁcantly reduce the
energy drain of sensor nodes. This occurs not only
because radio operation is by far the biggest culprit in
energy drain [8], but also because fewer data transmissions also result in fewer collisions and, thus, fewer retransmissions by the sensor nodes.
In this paper we present a novel outlier detection
scheme termed TACO (TACO stands for Tunable Approximate Computation of Outliers). TACO [9] adopts two
levels of hashing mechanisms. The ﬁrst is based on
locality sensitive hashing (LSH) [10], which is a powerful
method for dimensionality reduction [10–12]. We ﬁrst
utilize LSH in order to encode the latest W measurements
collected by each sensor node as a bitmap of d 5W bits.
This encoding is performed locally at each node. The
encoding that we utilize trades accuracy (i.e., probability
of correctly determining whether a node is an outlier or
not) for bandwidth, by simply varying the desired level of
dimensionality reduction and provides tunable accuracy
guarantees based on the d parameter mentioned above.
Assuming a clustered network organization [13–16],
motes communicate their bitmaps to their clusterhead,
which can estimate the similarity amongst the latest
values of any pair of sensors within its cluster by comparing their bitmaps, and for a variety of similarity metrics
that are useful for the applications we consider. Based on
the performed similarity tests, and a desired minimum
support speciﬁed by the posed query, each clusterhead
generates a list of potential outlier nodes within its
cluster. At a second (inter-cluster) phase of the algorithm,
this list is then communicated among the clusterheads, in
order to allow potential outliers to gain support from
measurements of nodes that lie within other clusters. This
process is sketched in Fig. 1.
The second level of hashing (omitted in Fig. 1) adopted
in TACO’s framework comes during the intra-cluster
communication phase. It is based on the hamming weight
of sensor bitmaps and provides a pruning technique

Fig. 1. Main stages of the TACO framework.

