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a b s t r a c t

Identity disclosure is one of the most serious privacy concerns in many data mining applications. A well-
known privacy model for protecting identity disclosure is k-anonymity. The main goal of anonymizing
classification data is to protect individual privacy while maintaining the utility of the data in building
classification models. In this paper, we present an approach based on rough sets for measuring the data
quality and guiding the process of anonymization operations. First, we make use of the attribute reduc-
tion theory of rough sets and introduce the conditional entropy to measure the classification data quality
of anonymized datasets. Then, we extend conditional entropy under single-level granulation to hierarchi-
cal conditional entropy under multi-level granulation, and study its properties by dynamically coarsening
and refining attribute values. Guided by these properties, we develop an efficient search metric and pres-
ent a novel algorithm for achieving k-anonymity, Hierarchical Conditional Entropy-based Top-Down
Refinement (HCE-TDR), which combines rough set theory and attribute value taxonomies. Theoretical
analysis and experiments on real world datasets show that our algorithm is efficient and improves data
utility.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

Identity disclosure is one of the most serious privacy concerns
in many data mining applications. Some organizations, such as
hospitals and insurance companies, have collected a large amount
of microdata, which refers to data published in its raw, non-aggre-
gated form. The microdata can provide tremendous opportunities
for knowledge-based decision making. However, these organiza-
tions are reluctant to publish the data because of privacy threats.
One important type of privacy attack is the re-identification of
individuals by joining data from multiple public tables; such an at-
tack is called a linking attack. For example, according to [27], more
than 85% of the population of the United States can be uniquely
identified using their gender, zipcode, and date of birth. The mini-
mal set of attributes in a table is called the quasi-identifier (QI),
which can be joined with external information to re-identify indi-
vidual records.

To prevent linking attacks through QI, k-anonymity was pro-
posed [27]. A table satisfies k-anonymity if each record in the table
is indistinguishable from at least (k � 1) other records with respect

to certain QI attributes and such a table is called a k-anonymous ta-
ble. Consequently, the probability of identifying an individual from
a specific record through QI is at most 1/k. This ensures that indi-
viduals cannot be uniquely identified by linking attacks. For exam-
ple, Fig. 1 illustrates how k-anonymization hinders linking attacks.
The joining of the original table in Fig. 1a with the public data in
Fig. 1c would reveal that Alice’s income is high and Bob’s is low.
Fig. 1b shows a 3-anonymous table that generalizes QI = {Job,Age,
Sex} from the original table using the attribute value taxonomies in
Fig. 2. The 3-anonymous table has two distinct groups on QI,
‘‘White_collar, [40,99), Male’’ and ‘‘Blue_collar, [1,40), Female’’. Be-
cause each group contains at least 3 records, the table is 3-anony-
mous. If we link the records in Fig. 1b to the records in Fig. 1c
through the QI, each record is linked to either no record or at least
3 records in Fig. 1c. Therefore, the outcome of joining the 3-anon-
ymous table with the public data is ambiguous.

Data in their original form often contain sensitive information
about individuals. However, the data typically do not satisfy the
k-anonymity requirement, and publishing such data would violate
individual privacy. A task of the utmost importance is to modify
the data so that the modified data remain practically useful for
data mining while individual privacy is preserved. For example,
drug companies and researchers may be interested in patient re-
cords for drug development. Data mining harnesses a large amount
of patient data available for extracting knowledge crucial to the
progress of drug research. Such additional uses of data are
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important and should certainly be supported. However, privacy-sen-
sitive information related to individual patients should be protected
as well. To address the conflicting requirements of assuring privacy
while supporting legitimate uses, the original data should be modi-
fied by applying some anonymization methods while ensuring that
the anonymized data can be effectively used for data mining.

Generalization and suppression are popular anonymization
methods. In generalization, quasi-identifier values are replaced
with values that are less specific but are semantically consistent
according to a given attribute value taxonomies. For example, in
Fig. 2, the parent node, White_collar, is more general than its child
nodes, Adm_clerical and Sales. The root node, ANY_Job, represents

the most general value in Job. If the following information,
‘‘Job = Sales, Age = [35,40), Sex = Male’’, is too specific in a table,
e.g., fewer than k men of age [35,40) work for sales, the probability
for identifying these people to a specific record through {Job,Age,
Sex} is greater than 1/k. In this case, with the help of additional
information, there is a chance that an attacker could uniquely iden-
tify these individual records from the data table. The larger the va-
lue of k results in greater generalization and better protection
privacy. If the record is generalized as ‘‘Job = White_collar,
Age = [1,40), Sex = male’’, more than k people will have the same
person-identifiable information in the data, and therefore their pri-
vacy is better preserved. The most generalized form of a record is
‘‘ANY_Job, ANY_Age, ANY_Sex’’. When values are generalized to
the highest level, this generalization is called suppression.

Meanwhile, information loss is an unfortunate consequence of
anonymization. To make the anonymous data as useful as possible,
the information loss must be minimized. The information metric
for measuring the data usefulness can be categorized as a data
metric and a search metric. A data metric measures the data qual-
ity in the entire anonymous table with respect to the data quality
in the raw table. The problem of finding the optimal k-anonymous
table using generalization has been proven to be NP-hard [1].
Therefore, heuristic algorithms are needed. A search metric is used
to guide each step of the anonymization operations to identify an
anonymous table with the maximum information or minimum
distortion.

When the anonymous data are used to build classification mod-
els, protecting individual privacy in the data while ensuring that
the data remain useful for building classification models is a chal-
lenge. Some data metrics, such as the minimal distortion [27] and
the discernibility metric [1], have been considered for achieving k-
anonymity. However, these data metrics do not consider any par-
ticular data mining task. As a result, the anonymous tables of these
data metrics might not be suitable for every classification algo-
rithm. Much research has been conducted to evaluate the data
quality of anonymous tables for classification [12,16,30]. These ef-
forts have not considered a search metric. For classification tasks, a
more relevant approach is to search for a useful anonymization
operation according to certain heuristics. An anonymization oper-
ation is ranked high if it preserves useful classification information.
A search metric could be adopted to guide each step of the anony-
mization operations to identify an anonymous table using various
anonymization algorithms, such as a greedy algorithm or a hill
climbing optimization algorithm. Therefore, because the anony-
mous table identified by a search metric is eventually evaluated
by a data metric, the two types of metrics usually share the same
principle of measuring data quality. Some past research [8,31]
has proposed a search metric based on the tradeoff principle be-
tween information gain and anonymity loss. However, this infor-
mation gain metric is defined only for a single attribute in a
single equivalence class and may not retain useful classification
information.

In rough set theory, attribute reduction seeks to find a mini-
mum subset of condition attributes that has the same classification
ability as the set of all condition attributes with respect to the deci-
sion attributes [20,24,25]. The classification ability of all condition
attributes with respect to the decision attributes can be measured
by conditional entropy [29]. An anonymous table does not have to
be close to the original table at the value level, but a classification
model built on the anonymous table should be as good as a classi-
fication model built on the original table. For classification tasks,
the data quality of a table can be considered as the classification
ability. Therefore, we apply the conditional entropy to measure
the classification ability of an anonymous table.

In this paper, we aim at releasing a k-anonymous table for mod-
eling classification of the form S(P [ Q,D), where P [ Q is a finite set

Fig. 1. Examples for hindering linking attacks.

Fig. 2. Attribute value taxonomies for {Job,Age,Sex}.
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