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a b s t r a c t
In a wireless sensor network, a subset of sensor nodes provides a barrier-coverage over an
area of interest if the sensor nodes are dividing the area into two regions such that any object
moving from one region to another is guaranteed to be detected by a sensor node. Recently,
Kumar et al. introduced scheduling algorithms for the maximum lifetime barrier-coverage
problem. The algorithms achieved the optimal lifetime by identifying a collection of disjoint
subsets of nodes such that each subset in the collection can provide barrier-coverage over the
area, and by activating each subset in turn. This introduces a new security problem of these
scheduling algorithms called barrier-breach. We show there could be a way to penetrate the
area protected by barrier-covers when one barrier-cover is replaced by another. To deal with
this issue, we propose three different remedies for the algorithms. In addition, we compare
the performance of the three approaches against an upper bound via extensive simulation
and make a discussion on the results.
© 2015 Elsevier B.V. All rights reserved.

1. Introduction
Wireless sensor network (WSN) is regarded as a decent network technology for a wide range of important applications
such as battleﬁeld surveillance, intrusion detection, environmental monitoring, etc. A WSN is composed of a large number of sensor nodes. Each sensor node is equipped with a
sensing device, a computing unit, a wireless transceiver and
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a limited energy source such as a battery. A sensor node can
monitor speciﬁc phenomenon using the embedded sensing
device and forward the data toward a base station [10,11]. In
the literature, the coverage provided by a WSN is largely classiﬁed into two categories: full-coverage and partial-coverage.
A WSN is supporting full-coverage over a target area only if
any event happening in the area at any moment is guaranteed to be detected by the WSN [1,3,12–15]. In contrast, a
WSN providing partial-coverage may miss some event in an
area of interest [2,16–18].
In the literature, a subset of sensor nodes provides barriercoverage over an area of interest if the sensor nodes are dividing the area into two regions such that any object moving from one region to anther is guaranteed to be detected
by a sensor node. As a result, barrier-coverage can be considered as a special case of partial-coverage. There are many
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Fig. 1. Illustration of full-coverage and barrier-coverage.

important applications of barrier-coverage such as intrusion
detection, and thus it has attracted lots of attentions recently
[5–9,19,22–24]. In the rest of this paper, we call a set of sensor nodes providing barrier-coverage over an area simply as
a barrier-cover of wireless sensors. Fig. 1 illustrates an example
of both full-coverage and barrier-coverage.
When it is compared with full-coverage model, barriercoverage model requires much fewer sensors and thus costs
less. Hence, this coverage model has been known to be an
attractive approach for various applications such as intrusion
detection in which the full-coverage model is somehow excessive. Kumar et al. also introduced the k-barrier-coverage
model as a security enhanced model of barrier-coverage. A
sensor network provides k-barrier-coverage over an area,
where k ≥ 1 is a given security parameter if any attempt to
cross an area covered by the sensor network is guaranteed
to be detected by at least k distinct sensors.
In many application scenarios, WSNs are randomly but
densely deployed over an area of interest to ensure connectivity. Consequently, it is highly likely that the same target
is covered by more than one sensor node simultaneously.
Frequently, such a redundancy is appropriately exploited to
maximize the lifetime of the sensor networks. For example,
if several sensor nodes cover the same target, one can ﬁnd a
sleep-wakeup schedule of the nodes and operate the nodes
one by one to maximize the time to cover the target. Clearly,
in this way, the total time to cover the target can be extended much longer than the case where all of the sensors are
used concurrently. The problem of ﬁnding the optimal sleepwakeup schedule is NP-hard for full-coverage model even if
all sensors have equal lifetime. Recently, Kumar et al. [23]
have shown that the sleep-wakeup problem for k-barriercoverage sensor networks is solvable by developing two polynomial time optimal sleep-wakeup algorithms, Stint and Prahari. The Stint considers the case when the remaining battery
level of each sensor is same. On the other hand, Prahari de-

liberates on the harder case in which each sensor may have
different remaining battery levels.
In this paper, we introduce a new security problem which
exists in the sleep-wakeup scheduling algorithms for the
maximum lifetime k-barrier-cover of wireless sensors by
Kumar et al. To simplify our discussion, we set a security
parameter k to 1 and show when a barrier-cover of wireless
sensor is replaced with another, the barrier-covers can be
useless by one or more locations, namely barrier-breaches,
which can be exploited by a trespasser to intrude without
being detected. Then, we propose three algorithms which
can be used to eliminate barrier-breaches from a sleepwakeup schedule produced by Stint and Prahari. The ﬁrst one
is applied on the output of the algorithms and the second
and third one are applied to the input of the algorithms. At
last, we compare the performance of the three approaches
against the theoretical upper bound via extensive simulation
and analyze the results.
Furthermore, as an extension of [4], we can summarize
additional contributions as follows. Firstly, we newly proposed the third algorithm referred as Algorithm 3. Different
from previous two algorithms which we considered in [4],
the Algorithm 3 focuses on the quality of residual graph by
checking the maximum ﬂow value of the residual graph. So,
it ﬁnally ﬁnds the maximum number of node-disjoint paths,
which is the maximum number of non-penetrable barriers.
Secondly, we implemented Stint and three different algorithms through extensive simulations and various scenarios.
Then, we have compared their performances and have shown
that the newly proposed Algorithm 3 outperforms other algorithms which we considered in [4]. To show the results,
we created all related ﬁgure graphs and discussed the results in the new section. Thirdly, we formally deﬁned the introduced problem and enhanced a structure of the paper as
well as related studies by considering additional parts and
references.

