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a b s t r a c t

In mission-critical applications deployed in mobile ad hoc networks, very frequently a
commander will need to assemble and dynamically manage Community of Interest (COI)
mobile groups to achieve the mission assigned despite failure, disconnection or compro-
mise of COI members. In this paper, we present a dynamic hierarchical trust management
protocol that can learn from past experiences and adapt to changing environment condi-
tions (e.g., increasing misbehaving node population, evolving hostility and node density,
etc.) to enhance agility and maximize application performance. With trust-based misbe-
having node detection as an application, we demonstrate how our proposed COI trust man-
agement protocol is resilient to node failure, disconnection and capture events, and can
help maximize application performance in terms of minimizing false negatives and posi-
tives in the presence of mobile nodes exhibiting vastly distinct QoS and social behaviors.

� 2015 Elsevier B.V. All rights reserved.

1. Introduction

In military operation or emergency response situations,
very frequently a commander will need to assemble and
dynamically manage Community of Interest (COI) mobile
groups to achieve a critical mission assigned despite fail-
ure, disconnection or compromise of COI members.
COI-HM [8,12] was proposed to achieve scalability and
reconfigurability following the command chain of
commander ? leader ? COI members. Under COI-HM, a
COI is divided into multiple subtask groups to accomplish
a mission. Each subtask group would be governed by a sub-
task group leader (SGL) dynamically appointed by the COI
commander responsible for relaying commands from the
commander to the COI group members in the subtask
group, and filtering messages sent by COI members in
the same subtask group to COI members located in other

subtask groups. COI members in one subtask group may
be reassigned to another subtask group for tactical reasons,
thus triggering registration/deregistration actions to the
subtask group leaders to maintain the hierarchical
structure.

This hierarchical management structure is generic and
can be applied to various mission scenarios. Subtask groups
may be physically co-located or separated. A node may be
assigned to one or more subtasks, depending on node prop-
erties (e.g., manned or unmanned) and subtask group char-
acteristics (functionality, difficulty, urgency, importance,
risk, size, and composition). Thus, a node’s mobility model
reflects its assignment, de-assignment or reassignment to
subtask groups, as well as its mobility pattern moving
around the subtask groups it is assigned to. In military
applications, very frequently a COI consists of heteroge-
neous nodes with vastly different levels of functionality,
capacity and resources. A SGL is presumably a
higher-capacity node and would be assigned, de-assigned,
or reassigned dynamically by the COI-commander to lead
a subtask group.
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Despite providing scalability and reconfigurability,
COI-HM does not provide tolerance against node compro-
mises and collusion as there is no mechanism to defend
against inside attackers or malicious nodes. Existing intru-
sion detection system (IDS) techniques based on anomaly
or pattern-based detection are either centralized (espe-
cially for wired networks) which creates a single point of
failure, or too complex for distributed execution in hetero-
geneous mobile networks at runtime.

In this paper, we propose COI dynamic hierarchical trust
management (COI-HiTrust) for intrusion tolerance and sur-
vivability. COI-HiTrust runs on top of COI-HM, so it can
achieve scalability and reconfigurability since nodes will
only interact with peers in the same subtask group and
do not assess trust about every node in the network. In
addition as we will demonstrate later, it also achieves trust
resiliency and accuracy against inside attackers or mali-
cious nodes.

In the literature there is a large body of trust manage-
ment protocols for MANETs [1,9,10,11,16,17,20,23,27,36–
40]. However, there is very little research on hierarchically
structured trust management protocol design for MANETs.
Verma et al. [16] and Davis [17] considered hierarchical
trust management for MANETs. However, their schemes
heavily rely on the certificates issued off-line or by trusted
third parties which typically are not available in MANET
environments. Bao et al. [14,24] and Li et al. [19] consid-
ered hierarchical trust management in wireless sensor net-
works without considering node mobility. Zhang et al. [25]
proposed a hierarchical trust architecture for wireless sen-
sor networks and considered the dynamic aspect of trust
by introducing a trust varying function. However, their
work is theoretical in nature without addressing what trust
attributes should be used (a trust composition issue), how
trust is aggregated accurately (a trust aggregation issue), or
what weights should be put on trust attributes to form
trust (a trust formation issue). On the contrary, our work
addresses all three aspects of trust management.
Moreover, we propose the concept of dynamic hierarchical
trust management by which trust protocol parameter set-
tings can be dynamically adjusted in response to changing
environments to minimize trust bias and maximize appli-
cation performance.

We envision the following original contributions from
this work:

1. Unlike most existing reputation and trust management
schemes for mobile ad hoc networks in the literature
[10], we consider not only traditional ‘‘QoS trust’’
derived from communication networks, but also ‘‘social
trust’’ derived from social networks [2,3] to obtain a
composite trust metric as a basis for evaluating trust
of mobile nodes in COI applications. Moreover, we are
the first to propose the new design notion of
mission-dependent trust formation with the goal to
enhance mission agility and maximize mission surviv-
ability despite the presence of malicious, erroneous,
partly trusted, uncertain and incomplete information.

2. We design and validate COI-HiTrust as a dynamic hierar-
chical trust management protocol that can learn from
past experiences and adapt to changing environment

conditions (e.g., increasing or decreasing hostility,
increasing misbehaving node population, etc.) to maxi-
mize application performance and enhance operation
agility. This is achieved by addressing critical issues of
hierarchical trust management for COI applications,
namely, trust composition, aggregation, propagation,
and formation. The learning process and adaptive
designs of COI-HiTrust are reflected in trust aggrega-
tion, trust propagation and trust formulation. For trust
composition, aggregation and propagation, we first
explore novel social and QoS trust components and
then devise trust aggregation and propagation proto-
cols (for trust data collection, quality-of-information
dissemination and analysis) for peer-to-peer subjective
trust evaluation of individual social and QoS trust com-
ponents, and prove the accuracy by means of theoreti-
cal analysis with simulation validation. The weights to
direct trust and indirect trust are dynamically adjusted
based on environment conditions to minimize trust
bias. For trust formation, we explore a new design con-
cept of mission-dependent trust formation allowing trust
being formed out of social and QoS trust components to
maximize application performance. We use a misbehav-
ing node detection application as an example to illus-
trate the design concept. Dynamic trust management
(to be discussed in more detail in Section 7) is achieved
by first determining the best trust formation model
given a set of model parameters specifying the environ-
ment conditions (e.g., percentage of malicious nodes),
and then at runtime COI-HiTrust learns and adapts to
changing environment conditions by using the best
trust formation model identified from static analysis.

3. To achieve the goals of identifying the best trust com-
position and trust formation for mission-oriented COI
mobile group applications, we develop a novel
model-based analysis methodology for analyzing and
validating COI-HiTrust. The novelty lies in the new
design notion of objective trust derived from global
knowledge or ground truth derived from the mathemat-
ical model describing a COI against which subjective
trust obtained as a result of executing COI-HiTrust
may be compared and validated.

This paper substantially extends from [41] by adding
simulation validation using ns-3 (Section 5) as well as
new materials, including a theoretical analysis of the pro-
tocol’s convergence, accuracy and resiliency properties
(Section 4), a sensitivity analysis of the effect of trust for-
mation on application performance (Section 6), and a dis-
cussion on applicability (Section 7). The rest of the paper
is organized as follows. Section 2 describes the system
model and COI Architecture. Section 3 describes
COI-HiTrust and explains the hierarchical trust protocol
design for managing COI groups in MANETs. Section 4 con-
ducts a theoretical analysis of the convergence, accuracy
and resiliency properties of COI-HiTrust. Section 5 devel-
ops a novel model-based approach to describe dynamic
behaviors of nodes in MANETs in the presence of misbe-
having nodes with the objective to yield objective trust
against which subjective trust from executing
COI-HiTrust may be compared for trust bias minimization.
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