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a b s t r a c t
The importance of accounting for interrupts in multiprocessor real-time schedulability analsysis
is discussed and three interrupt accounting methods, namely quantum-centric, task-centric, and
processor-centric accounting, are analyzed and contrasted. Additionally, two special cases, dedicated
interrupt handling (i.e., all interrupts are processed by one processor) and timer multiplexing (i.e., all jobs
are released by a single hardware timer), are considered and corresponding analysis is derived. All
discussed approaches are evaluated in terms of schedulability based on interrupt costs previously
measured on a Sun Niagara multicore processor. The results show that there is no single ‘‘best” accounting technique that is always preferable, but rather that the relative performance of each approach varies
signiﬁcantly based on task set composition, i.e., the number of tasks and the maximum utilization.
Ó 2010 Elsevier B.V. All rights reserved.

1. Introduction
System overheads such as time lost to task switches and scheduling decisions must be accounted for in real-time systems if temporal correctness is to be guaranteed [1,2]. Of these overheads,
interrupts are notoriously troublesome for real-time systems since
they are not subject to scheduling and can signiﬁcantly delay realtime tasks.
In work on uniprocessor real-time systems, methods have been
developed to account for interrupts under the two most-commonly
considered real-time scheduling policies [3]: under static-priority
scheduling, interrupts can be analyzed as higher-priority tasks
[2], and under earliest-deadline-ﬁrst (EDF) scheduling, schedulability can be tested by treating time lost to processing interrupts as a
source of blocking [4].
Properly—but not too pessimistically—accounting for interrupts
is even more crucial in multiprocessor real-time systems. Due to
their increased processing capacity, such systems are likely to support much higher task counts, and since real-time tasks are usually
invoked in response to interrupts, multiprocessor systems are
likely to service interrupts much more frequently. Further, systematic pessimism in the analysis has a much larger impact on multiprocessors, as is shown below.
Unfortunately, interrupts have not received sufﬁcient attention
in work on multiprocessor real-time systems. The ﬁrst and, to the
best of our knowledge, only published approach to date was pro* Corresponding author.
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posed by Devi [5]. Devi presented a quantum-centric accounting
method in which the length of the system’s scheduling quantum
is reduced to reﬂect time lost to overheads. In this paper, we consider this method, as well as two others, in the context of global
scheduling algorithms. When the quantum-centric method is applied in this context, it is usually necessary to assume that all possible interrupts occur on all processors in every quantum. This
assumption is obviously quite pessimistic and motivates the consideration of other approaches.
Motivating example. In a recent case study on a 32-processor
platform involving up to 600 light1 tasks, the release overhead
(i.e., the time taken to process a timer interrupt and invoke a realtime task) of a global EDF (G-EDF) implementation was measured
to exceed 50 ls in the worst case [6]. Given the system’s quantum
size of 1000 ls, the quantum-centric method would have deemed
any task set of 20 or more tasks unschedulable—with fewer tasks
than processors, this is clearly excessively pessimistic.
In the above case study, a new, less pessimistic ‘‘task-centric”
accounting method (see Section 4) was developed. However, even
with ‘‘task-centric” accounting, G-EDF performed worse than expected. Suspecting high job release overhead to be the cause, we
conducted simulations to estimate performance assuming reduced
overhead. Surprisingly, we found that even with a 75% reduction in
release overhead, schedulability increases very little (see Fig. 1).
However, the experiments also conﬁrmed release overhead
as the leading cause of reduced schedulability—performance
improved dramatically assuming overhead-free releases. This
1
The utilization of the tasks was distributed uniformly in [0.001, 0.1]. Please see
Section 6.1 and [6] for a detailed description of these experiments.
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Fig. 1. Hard real-time schedulability under G-EDF on a 32-processor platform
assuming reduced release overhead, which is accounted for using the task-centric
method. Note that all task sets are schedulable if all overheads are assumed to be
negligible. (This graph corresponds to Fig. 2a in [6]; see Section 6 for details.)

discrepancy stems from quadratically-growing pessimism in the
‘‘task-centric method,” as is shown in Section 4.3.3. Fig. 1 highlights that accurate accounting for overheads is crucial to multiprocessor real-time performance, and that systematic pessimism
can have a signiﬁcant impact on multiprocessor systems due to
high task counts.
Contributions. This paper provides an overview of all currently-known multiprocessor interrupt accounting techniques for
global schedulers. In particular, we
 highlight the importance of accurate interrupt accounting for
multiprocessor real-time systems and survey commonlyencountered interrupt sources in current multiprocessor systems (Section 2, formalized in Section 3);
 summarize ‘‘quantum-centric” interrupt accounting (Section 4.1) and describe ‘‘task-centric” interrupt accounting (Section 4.3), which has been used—but not described in detail—in
previous studies [6–8] to overcome the limitations of ‘‘quantum-centric” accounting, and show that the ‘‘task-centric”
method still over-estimates interrupt delays by a factor that is
quadratic in the number of tasks (Section 4.3.3);
 show how interrupt accounting is fundamentally different from
previous work on reduced-capacity scheduling and, by addressing these differences, propose ‘‘processor-centric” interrupt
accounting, which is designed to overcome the pessimism
inherent in ‘‘task-centric” accounting (Section 4.4);
 discuss two common special cases, namely how job releases are
delayed if interrupts are handled by a dedicated processor
(Section 5.2), and further how said delays change if all job
releases are triggered by a single hardware timer (Section 5.3);
and
 evaluate the effectiveness of all considered approaches in
terms of schedulability for both hard and soft real-time systems and show that none of the proposed approaches strictly
dominates the others, i.e., there is no single ‘‘best” approach
(Section 6).
This paper extends a previous conference version [9]; in particular, a discussion of delays due to ‘‘inter-processor interrupts”
(Section 4.2) and common special cases (Section 5) has been added,
and the experiments (Section 6) were augmented to include all
special cases and repeated with more-recent overhead measurements [8], thus reﬂecting over a year of implementation
improvements.
Next, we provide a survey of common interrupt types and describe how they are usually serviced by operating systems.

To motivate our system model, we begin by providing a highlevel overview of interrupts in a modern multiprocessor architecture. We focus on Intel’s x86 architecture because it is in
widespread use and well-documented [10,11], but the discussion
similarly applies to other multiprocessor architectures as
well [12,13].
Interrupts notify processors of asynchronous events and may occur between (almost) any two instructions. If an interrupt is detected, the processor temporarily pauses the execution of the
currently-scheduled task and executes a designated interrupt service routine (ISR) instead. This can cause the interrupted task to incur undesirable delays that must be accounted for during
schedulability analysis.
Most interrupts are maskable, i.e., the processor can be instructed by the OS to delay the invocation of ISRs until interrupts
are unmasked again. However, non-maskable interrupts (NMIs),
which can be used for ‘‘watch dog” functionality to detect system
hangs, cannot be suppressed by the OS [11].
In multiprocessor systems, some interrupts may be local to a
speciﬁc processor (e.g., register-based timers [12]), whereas others
may be serviced by multiple or all processors.
Interrupts differ from normal preemptions in that a task cannot
migrate while it is being delayed by an ISR, i.e., a task cannot resume execution on another processor to reduce its delay. This limitation arises due to the way context switching is commonly
implemented in OSs. For example, in Linux (and Linux-derived systems such as the one considered in [6]), there is only a single function in which context switching can be performed, and it is only
invoked at the end of an ISR (if a preemption is required). From a
software engineering point of view, limiting context switches in
this way is desirable because it signiﬁcantly reduces code complexity. In terms of performance, ISRs tend to be so short (in well-designed systems) that context-switching and migration costs
dominate ISR execution times. Hence, delaying tasks is usually
preferable to allowing migrations unless either migration and
scheduling costs are negligible or ISR execution times are excessively long.
Delays due to ISRs are fundamentally different from scheduling
and preemption overheads: the occurrence of scheduling and preemption overheads is controlled by the OS and can be carefully
planned to not occur at inopportune times. In contrast, ISRs execute with a statically-higher priority than any real-time task in
the system and cannot be scheduled, i.e., while interrupts can be
temporarily masked by the OS, they cannot be selectively delayed,2
and thus are not subject to the scheduling policy of the OS.

2.1. Interrupt categories
Interrupts can be broadly categorized into four classes: device
interrupts (DIs), timer interrupts (TIs), cycle-stealing interrupts (CSIs),
and inter-processor interrupts (IPIs). We brieﬂy discuss the purpose
of each next.
DIs are triggered by hardware devices when a timely reaction
by the OS is required or to avoid costly ‘‘polling” (see below). In
real-time systems, DIs may cause jobs to be released, e.g., a sensor
may trigger a DI to indicate the availability of newly-acquired data,
in response to which a job is released to process said data.
TIs are used by the OS to initiate some action in the future. For
example, TIs are used to support high-resolution delays (‘‘sleeping”) in Linux. They can also be used for periodic job releases and
2
Masking may create non-trivial timing dependencies because it usually affects
physical interrupt lines, which are oftentimes shared among multiple interrupt
sources.

