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Abstract
During the development of network protocols and distributed applications, their performance has to be analyzed in appropriate environments. Network emulation testbeds provide a synthetic, conﬁgurable network environment for comparative performance measurements of real implementations. Realistic scenarios have to consider hundreds of communicating nodes. Common network emulation
approaches limit the number of nodes in a scenario to the number of computers in an emulation testbed. To overcome this limitation,
we introduce a virtual node concept for network emulation. The key problem for node virtualization is a transparent, yet eﬃcient separation of node resources. In this paper, we provide a brief survey of candidate node virtualization approaches to facilitate scalable network emulation. Based on the gathered insights, we propose a lightweight virtualization solution to achieve maximum scalability and
discuss the main points regarding its implementation. We present extensive evaluations that show the scalability and transparency of
our approach in both a traditional wired infrastructure-based, and in two wireless ad hoc network emulation scenarios. The measurements indicate that our solution can push the upper limit of emulation scenario sizes by a factor of 10–28. Given our emulation testbed
consisting of 64 computers, this translates to possible scenario sizes of up to 1792 nodes. In addition to the evaluation of our virtualization approach, we discuss key concepts for controlling comprehensive emulation scenarios to support scalability of our system as a
whole.
 2006 Elsevier B.V. All rights reserved.
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1. Introduction
During the design and implementation of distributed
applications and network protocols, it is essential to analyze the impact of various network environments on their
performance. While mathematical analysis and simulations
are commonly used in early design stages, measurements
are used to conﬁrm the theoretical results as soon as implementations become available. Such measurements usually
compare the performance of one implementation in diﬀerent network environments or of diﬀerent implementations
in the same network environment.
Comparative performance measurements in real environments are considered problematic for two reasons.
*
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First, especially in scenarios with mobile nodes and wireless
networking, it is hard to obtain multiple comparable measurement runs. Secondly, resource requirements prohibit
measurements in larger scenarios. Therefore, there is strong
demand for synthetic network environments that can be
parametrized in order to reproduce an original or ﬁctitious
network.
The process of introducing network properties that differ from the actual properties of the hardware in use is
called network emulation. A network emulation tool is software capable of altering network traﬃc in a speciﬁed way.
A facility consisting of a combination of ﬂexible networking hardware and suitable emulation tools is called network
emulation testbed. Network protocols and distributed
applications subjected to performance measurements in a
network emulation testbed are called software under test.
Comparative performance measurements for mobile
computing scenarios, e.g. the evaluation of an ad hoc
routing protocol, typically require large scenarios with
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hundreds of nodes. The analysis of new applications for
traditional infrastructure-based networks, e.g. a large-scale
location service, may also require a high number of nodes,
since both the end systems and the intermediate systems of
the underlying infrastructure have to be considered.
Common network emulation systems assume that one
communicating node in an emulation scenario corresponds
to one physical computer in an emulation testbed. This
severely limits the scalability, since testbeds with the
required number of hundreds of computers are typically
not available.
However, a number of applications aiming at resourcepoor devices, e.g. in mobile computing scenarios, only need
a fraction of the resources that a testbed node can provide.
Therefore, we propose to run several instances of the software under test on a single testbed node (‘‘physical node,’’
pnode) [1]. Each instance of the software under test has to
be provided a separate execution environment (‘‘virtual
node,’’ vnode). In this paper, we give a brief survey of candidate approaches for node virtualization. Based on these
approaches, we present a transparent, yet lightweight and
thus very scalable solution to node virtualization for network emulation testbeds. In addition to node virtualization
in the system core, we also discuss key concepts that
support scalability of our system as a whole. Our implementation supports scalable emulation not only of
networks consisting of point to point links but also of
shared media based networks such as mobile ad hoc networks and even arbitrary combinations for the emulation
of hybrid networks.
The remainder of this paper is structured as follows. The
Network Emulation Testbed, which we use as a basis for
our scalable network emulation approach, is introduced
in Section 2. In Section 3, we provide a brief survey of candidate node virtualization approaches. We choose one of
the candidate approaches for our implementation, which
we discuss in Section 4. In Section 5, we provide extensive
measurements showing the scalability of our approach for
two important kinds of scenarios: emulation of infrastructure-based networks and MANETs (mobile ad hoc networks). For the latter, we also present a comprehensive
real life example for performance analysis of an ad hoc
routing protocol. Furthermore, we discuss the achievable
degree of transparency for the software under test. In Section 6, we address key concepts to fully support scalability
of our system as a whole. We discuss related work in Section 7. Finally, we conclude the paper in Section 8.

Fig. 1. The network emulation testbed.

arbitrary connection topology between the nodes. Each
point-to-point link or shared media network segment in
an emulation scenario, e.g. a WLAN (wireless LAN)
channel, is mapped to a uniquely tagged VLAN.
On a testbed node, several tagged VLANs represent several virtual network interfaces, each of which is assigned a
separate instance of our custom emulation tool. Each tool
introduces the desired artiﬁcial network properties. It
enables the conﬁguration of arbitrary bandwidth limitations, delays, and frame error loss ratios. Additionally, to
enable the realistic emulation of shared media networks,
the eﬀects of a MAC (media access control) layer can be
reproduced. At the present time, this tool is capable of
emulating IEEE 802.3 (Ethernet) [3]. We are currently
completing an extension of the tool to allow the emulation
of the ad hoc mode of IEEE 802.11 WLAN.
Our network emulation tool provides the service level
abstraction of an unreliable datagram service to the software under test (see Fig. 2). This is the lowest possible emulation abstraction feasible to be implemented in software.
The tool is implemented as a virtual network device driver,
and therefore completely transparent to implementations
on the network layer. As a result, the protocol stack including the network layer and all higher layers can be considered as software under test.
In order to control the distributed network emulation
tools during an experiment, we pursue a hybrid architecture including a central scenario controller. The controller
dynamically updates the parameters of the emulation tools.
For MANET emulation, this includes changing connection
quality and thus frame error rates between communicating
nodes. The connection quality is automatically derived
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The Network Emulation Testbed (NET) [2] at the University of Stuttgart provides the basis for our scalable network emulation approach. It consists of 64 PC-nodes
connected by a monolithic, programmable gigabit switch,
and a separate administration network for setup and control (see Fig. 1). Using IEEE 802.1Q VLAN (virtual
LAN) technology, the gigabit switch is able to create an
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Fig. 2. Software under test and network emulation tools on a physical
node in NET.

