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h i g h l i g h t s

• This paper discusses the importance of aggregated provenance in the domain of cloud computing.
• The paper presents a complete architecture for aggregated provenance regarding key cloud layers such as IaaS, PaaS, SaaS and Storage service.
• The paper presents various scenarios (use cases) via a sample application where the significance and application of aggregated provenance is provided.
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a b s t r a c t

Cloud computing follows a layered architecturewhere each layer targets a particular domain of end users.
In such a layered architecture, provenance (the metadata that describes the derivation history of the object)
of the individual layers is of significant importance to establish trust and authenticity. In a typical Cloud
environment, each layer provides important provenance information which usually targets a particular
domain of clients e.g. Cloud provider uses infrastructure provenance to track resource utilization. In the case
of aggregated provenance, it becomes challenging to manage provenance information because of the
relationships that exist within Cloud layers and the creator object. The existing techniques and systems
to address provenance in Clouds usually work at a single layer of abstraction. These systems, however, fail
to answer questions which require aggregated provenance from the individual layers. In this paper, we
reason about the need of aggregated provenance, its significance and a proposed solution which works at
different layers of abstraction for the management of provenance data. We also present a case study to
signify the importance and necessity of collective provenance for various application domains.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Cloud Computing follow a layered architecture where each
layer contributes to the overall design of the paradigm. The in-
dividual layers of the Cloud address different domains of Cloud
users. For instance, the infrastructure layer is utilized by business
and research domain for the utilization of virtualized compute and
storage resources. The platform layer is utilized by developers to
build Cloud-aware applications. The software layer exposes differ-
ent functionalities to end users. This stack of layers is built on top of
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one anotherwhere infrastructure layer sits at the bottom, platform
in the middle and software at the top [1,2] where the upper layers
e.g. software utilize the functionalities of the layer below. This lay-
ered architecture hides the complex details of the Cloud from the
end users, termed as Abstraction in Cloud Computing paradigm [3].

Each layer of the Cloud provides important provenance in-
formation and handles layer specific details. For instance, the
infrastructure provenance addresses queries regarding resource
utilization of the Cloud provider. Similarly, the provenance of the
storage layer is used to provide content based searching to end
users [4]. In general, provenance plays a key role in data ver-
ification, establishing trust, enhanced privacy and security, and
workflow scheduling [5–7]. However, the aggregated provenance
is important to answer queries pertaining provenance informa-
tion across multiple layers of Cloud computing. This information
includes the datasets consumed and produced, different versions

https://doi.org/10.1016/j.future.2017.10.027
0167-739X/© 2017 Elsevier B.V. All rights reserved.

https://doi.org/10.1016/j.future.2017.10.027
http://www.elsevier.com/locate/fgcs
http://www.elsevier.com/locate/fgcs
http://crossmark.crossref.org/dialog/?doi=10.1016/j.future.2017.10.027&domain=pdf
mailto:imran.csit@suit.edu.pk
mailto:helmut.hlavacs@univie.ac.at
mailto:fakhri.alam@imsciences.edu.pk
mailto:sjabeen@uow.edu.pk
mailto:fiazkhan@ciit.net.pk
mailto:sajidshah@ciit.net.pk
mailto:m.alharbi@mu.edu.sa
https://doi.org/10.1016/j.future.2017.10.027


M. Imran et al. / Future Generation Computer Systems 81 (2018) 348–358 349

of services and processes, and various resources utilized by such
services. This aggregated provenance can also be used in any
other distributed and layered environment. The existing research
is mostly focused on utilizing provenance from a single layer of
abstraction [8–10]. These systems fail to answer queries which
require an aggregated viewof provenance information in the Cloud
paradigm. Therefore, the semantic relationships that exist within
Cloud layers and creator object are of significant importance to get
a comprehensive view of the Cloud paradigm.

The aggregated provenance is used to exploit the relationships
between the layers that are hidden by the abstract architecture
of Cloud computing. Previously our work [4,11,12], focused on
the provenance of different tiers embedded inside a particular
service model e.g. infrastructure. In the infrastructure layer, we
managed provenance of Cloud Controller (CLC), Cluster Controller
(CC), Node Controller (NC) and storage tiers. In this paper, we
take a step forward and integrate the provenance across multiple
layers of Cloud computing including the software, platform, and
infrastructure layers. The key contributions of this paper are as
follows:

• Providing the reasons for aggregated provenance using
various scenarios and its significance for answering users
queries. The demonstration of such scenarios and the
achieved results are presented using a sample application
DataSync for different layers of the Cloud environment.

• Aggregated provenance is accomplished by extending com-
ponents of our previous framework (provenance collection,
parsing, storage, andmanagement) to the different layers of
Clouds.

• Aggregated queries are introduced for the extraction of in-
formation from various models/layers of Cloud computing.

The rest of paper is organized as in the following. Section 2
explains theoretical aspects of the layered architecture in Cloud
computing, Section 3 briefly discusses related work and some
shortcomings in the existing aggregated provenance techniques.
Section 4 presents the problem description using our customized
application i.e. datasync. The solution of the problem is given in
Section 5. Section 6 provides different use cases based on the
datasync application. Concluding remarks and future directions are
summed up in Section 7.

2. Understanding the layered architecture

The NIST [1] definition of Cloud computing divides the service
models into different categories; IaaS (Infrastructure as a Service),
PaaS (Platform as a Service), and SaaS (Software as a Service).
Cloud aware applications are developed and deployed following
these layers where IaaS is at the bottom, PaaS in the middle and
SaaS at the top. The layered approach may also include tiers such
as virtualization, hardware and client tools, e.g., a web browser
depending on the definition of Clouds from various business and
research domains [13–15]. Complex scientific and business appli-
cations are developed, deployed, and executed using one or more
of the service models offered in the Cloud [16–18].

Various components of Cloud aware applications reside on dif-
ferent layers of the Cloud. Depending on the layered architecture,
the resource providers are interested in the IaaS layer of the Cloud
which supports virtualization of resources to enable computa-
tion, storage, and communication [19–21]. These resources, often
termed as SaaS, are utilized by Cloud applications such as email
service1 and sharing documents2 . The PaaS layer is used by devel-
opers to customize and easily develop, deploy and manage Cloud

1 www.gmail.com.
2 docs.google.com.

Fig. 1. Layered architecture of the Cloud.

aware applications in order to fill up the gap between IaaS and
SaaS. The examples include salesforce [22], WSO2 [23] and pro-
viding Enterprise Service Bus (ESB) [24] as a service. Fig. 1 presents
the layered architecture of Cloudparadigmwith respective interest
point of the user, developer and resource provider. Fig. 1 is also
augmented with the particular technologies such as Eucalyptus,
Apache, and Customer Relationship Management (CRM) at each
layer.

Each layer of the Cloud has its own provenance. Considering
various layers of Cloud computing, resource providers are mainly
interested in the infrastructure provenance to verify the utilization
of resources through audit trials. For example, to generate reports
of memory and CPU usage from a particular cluster over a period
of time. On the other hand, the developers of Cloud aware appli-
cations are interested in the performance of the deployed appli-
cations and the verification of scientific experiments for research
purpose. Similarly, the provenance of storage layer is utilized by
customers for the data integrity checks and verification [7]. How-
ever, the aggregated provenance from various layers of a Cloud
provides a unified view that exploits the relationships between
the layers. This feature of aggregated provenance is significant but
currently missing in mostly provenance systems.

3. Shortcoming of existing works

The existing solutions for the management of provenance data
focus on a single layer of abstraction in distributed environments.
For instance, application level services in workflow computing [8],
workflow design specification in a grid environment [9], web ser-
vices in Service Oriented Architecture (PASOA [10]) and database
domains [25]. Similarly, recording system-level calls for processes
and files has also been studied by various authors as in [26–28]. In
Cloud computing, the provenance data for abstraction layers has
gained considerable attention such as web browsers [29], Virtual
Machines usingXenhypervisor [30] and e-Social applications (soft-
ware layer) [31]. Each of these systems provides important and
significant provenance data at a single layer of abstraction. How-
ever, these existing systems cannot address queries that require an
aggregated view of provenance from multiple layers of Clouds.

Various research work have focused on the aggregation of
provenance from the different layers of abstraction in distributed
computing [32–37]. Muniswamy Reddy et al. [38] discussed the
layering of provenance data for workflow execution. However,
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