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Abstract 

Under the concept of "Industry 4.0", production processes will be pushed to be increasingly interconnected, 
information based on a real time basis and, necessarily, much more efficient. In this context, capacity optimization 
goes beyond the traditional aim of capacity maximization, contributing also for organization’s profitability and value. 
Indeed, lean management and continuous improvement approaches suggest capacity optimization instead of 
maximization. The study of capacity optimization and costing models is an important research topic that deserves 
contributions from both the practical and theoretical perspectives. This paper presents and discusses a mathematical 
model for capacity management based on different costing models (ABC and TDABC). A generic model has been 
developed and it was used to analyze idle capacity and to design strategies towards the maximization of organization’s 
value. The trade-off capacity maximization vs operational efficiency is highlighted and it is shown that capacity 
optimization might hide operational inefficiency.  
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1. Introduction 

The cost of idle capacity is a fundamental information for companies and their management of extreme importance 
in modern production systems. In general, it is defined as unused capacity or production potential and can be measured 
in several ways: tons of production, available hours of manufacturing, etc. The management of the idle capacity 
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Abstract 

Currently Information and Communication Technologies (ICT) support most of the industrial manufacturing processes. The IT 
revolution has brought an important transformation in organizations with high impacts, which are comparable to the mechanization
and electricity brought in the first and second industrial revolution. This evolvement has promoted the emergence of cloud-based
systems, the Internet of Things (IoT), Big Data, Industry 4.0, BYOD (Bring Your Own Device) and CYOD (Choose Your Own 
Device) trends. However, new technological solutions always carry security vulnerabilities, which most of time reveal unexpected
risks. In fact, with increasing reliance on technology to gain competitive advantage, security issues have been one of the most
critical and challenging requirements for conducting successful business. In this paper, it is highlighted some reflections regarding 
the challenges of Industry 4.0 emphasizing the security issues, towards raising awareness for security good practices within Industry 
4.0.
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1. Introduction 

The first three industrial revolutions evolved through proper management of the mechanization, electricity and IT 
phenomenon. The recent trend of the Internet of Things (IoT) has heavily influenced the manufacturing environment 
and thus promoted the fourth industrial revolution – Industry 4.0. The forthcoming businesses will certainly establish 
global networks and incorporate their machinery, warehousing systems and production facilities as internet-enabled 
cyber physical systems. In the manufacturing context, these cyber physical systems comprise smart machines, storage 
systems and production facilities capable of exchanging information, triggering actions and controlling each other 
independently. In general, this brings significant improvements to the industrial processes involved in manufacturing, 
engineering, supply chain and life cycle management. In practice, products are uniquely identified, may be located at 
all times and it is possible to know their own history, current status and alternative routes for achieving their target 
state. It is deeply recognized and emphasized the huge potential of the Industry 4.0 among successful industrial 
companies, which will become true digital enterprises, with physical products at the core of its action, augmented by 
the digital interfaces and the development of innovative data-based services. For example, in Industry 4.0 dynamic 
business and engineering processes enable last minute changes to production and deliver the ability to respond with 
flexibility to the disruptions and failures on behalf of suppliers. End-to-end transparency is provided over the 
manufacturing process, facilitating optimized decision-making. Industry 4.0 paradigm will certainly also promote the 
development of new ways of creating value and innovative business models, in particular, it will provide startups and 
small businesses with opportunity to develop and provide downstream services [1]. It is undoubtedly that smart 
factories have already begin to appear, and introduce a completely new approach to production and supply chain 
management. But whenever there is a widespread change, new inherent challenges arise, particularly regarding 
information and communications security issues. The integration of new systems and their increased hypothetical 
potential third-party access mean that a whole new range of security issues arise in this context. Security is critical to 
the success of smart manufacturing systems. It is important to ensure the protection of the enterprise infrastructures as 
well as the data and information contained in their systems against misuse and unauthorized access.  

In this paper, it is highlighted some reflections regarding the challenges of Industry 4.0 emphasizing the security 
issues, in order to raise awareness required in Industry 4.0. This paper is structured as follows: in section 2, it is 
introduced the current challenges of manufacturing industry processes, in the advent of Industry 4.0; in section 3, it is 
presented an overview of the security challenges organizations should be aware, including an overview of the major 
security threats; conclusions and further developments are presented in section 4. 

2. Challenges in Industry 4.0 

The term Industry 4.0 is recent and is related with the Information and Communication Technologies (ICT) 
evolvement, particularly the integration of information technology, into the production processes. Industry 4.0 refers 
to the fourth in a series of technological revolutions: the first Industrial Revolution brought through the invention of 
the steam engine and the increase use of water and steam power, resulting into the mechanization of the industry at 
the end of the 18th century; The second industry revolution labeled as the “Mass Production” was promoted by the 
introduction of electricity and the assembly line at the start of the 20th century; Finally, the third era of revolution 
came with the advent of computers and the beginning of automation, when robots and machines began to replace 
human workers on those assembly lines. This third revolution era was known as “Information Age”, evolving to 
“knowledge-based economy”. The recognition of knowledge as “human capital” together with IT technology brought 
important impacts in economic growth, and consequently promotes the emergence of the fourth Industrial Revolution 
through the use of cyber technologies [2, 3]. The value proposition of the industry concept 4.0 is closely associated 
with the end-to-end digitization of all physical assets and with the integration into digital ecosystems of all value chain 
partners [4]. 

These cyber-technologies are leading to the creation of a “smart” and highly versatile cyber-physical production 
environment. It involves various smart sensors, connected self-configuring robots, cloud computing, 3D printing, 
device to device (D2D) communications, big data analytics and communication channels sending and receiving 
massive amounts of data. The integration of cyber-technologies turns products and services as internet-enabled, which 
facilitates the integration of processes and systems across sectors and technologies and thus contributes to a better 
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communication and cooperation with each other in a new intelligent way, revolutionizing production, services 
provision, logistics and resource planning in a more effective way and cost efficient manner [5][6][7]. Additionally, 
it creates innovative services such as Internet-based diagnosis, maintenance, operations, mobility et cetera, which 
enhances the development of new business models, operating concepts and smart controls, mainly focusing on the 
user needs. The “Internet of Things” (IoT) has also affected the industrial sector and brought new benefits for 
customers, as it is evidenced by shortened production cycles, incorporation of customer needs in real time, 
maintenance is largely carried out automatically, orders are automatically filled in the right order, shipped and 
dispatched.  

In practice, the goal of the Industry 4.0 is the emergence of digital manufacturing or also named as “smart” factory, 
which means smart networking, mobility, flexibility of industrial operations and their interoperability, integration of 
customers and innovative business models [2]. 

2.1. Smart networking 

Internal logistics systems and operating supplies as well as automated systems and equipment are usually operated 
through the help of cyber technologies, such as wireless communication services, smart sensors and 5G 
telecommunication technologies [8]. These facilitate the accessibility to the resources used and a smart control, adding 
value to the business performance. Smart networking in smart factories requires “Plug&Work” synchronized 
networking, distributed processing capabilities, heterogeneous sensor interfaces and layered cyber-security. Software 
Defined Networks (SDN) is an essential element for the implementation of smart networking [9]. Furthermore, a 
cloud-assisted Industrial Wireless Network (IWN) can be suitable for supporting the adoption of the smart factory 
concept, as well as to support the implementation of the IoT paradigm and desirable services [10, 11]. 

2.2. Mobility 

Smartphones and tablets have already made changes in industrial automation. In fact, they provide a temporally 
and spatially independent access to processes and services of the automated systems, introducing efficient mechanisms 
in the diagnostics, maintenance and operation of these systems. Mobility allows, using cloud-based platforms, to use 
system-based applications, real-time end-to-end planning and horizontal collaboration. With these systems, companies 
can become more efficiently integrated with horizontal value chain partners, including suppliers and key customers, 
and also significantly improve efficiencies and reduce inventories. In addition, the use of Device-to-Device (D2D) 
communications, can be used to track-and-trace devices on products allowing a better inventory performance and 
reduced logistics cost. Normally, each company develops a cloud-based system for connecting machines and devices 
from a variety of companies, facilitating transactions, operations and logistics, and collecting and analyzing data [4, 
12]. 

2.3. Flexibility and interoperability 

In the development of automated systems, it is possible to select the best offer from a large number of suppliers’ 
components, modules and services. For example, the operations diagnosis can be carried out partly by the user, through 
access to the information retrieved on-demand, intelligently used and linked. The Big Data certainly provide important 
inputs, not only in the automation operation, but as well in the maintenance, diagnosis and development. Additionally, 
the integration of diverse organizational systems promotes their interoperability, which means that machine, devices, 
sensors and people are connected and can communicate with each other.  

Over time, the IoT dissemination will force companies to move away from proprietary to open standards-based 
industrial solutions that will facilitate the connectivity and interoperability between devices. The industrial devices 
are commonly based in proprietary designs that not use standard communication protocols. Therefore, these industrial 
settings tend to be extremely inflexible and consequently it will limit the full potential of IoT implementation [13]. 
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