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Abstract

The primary focus of this paper is to design a progressive restoration planning in an enterprise data center environment after
a partial or full disruption. Repairing and restoring disrupted components in an enterprise data center takes a significant amount
of time and human involvement. After a major disruption, the recovery process involves multiple stages, and during each
stage, the partially recovered infrastructures can provide limited services to the users at some degraded service level. However,
how fast and efficiently an enterprise infrastructure can be recovered depends on how the recovery mechanism will restore the
disrupted components considering the inter-dependencies in between the services, along with the limitations of expert human
operators. The entire problem turns out to be NP-hard and rather complex, and we devise efficient meta-heuristics to solve the
problem. By taking some real-world examples, we show that the proposed meta-heuristics gives very accurate results and still
runs ∼600-2800 times faster compared to the optimal solution obtained from a general purpose mathematical solver [1].
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1. Introduction

Disruptions in enterprise data centers may occur as
a result of a hardware failure, operating system or soft-
ware failure, intrusion, virus outbreak or natural dis-
aster. For example, the 2011 Japan earthquake and
tsunami that damaged major data centers in Tokyo [2],
and the 2012 Hurricane Sandy in the USA affected
some data centers in New York due to flooding [3].
Other examples include storms and lightning that took
down Google’s St. Ghislain data center operations for
five days in 2015 [4] and technical hiccups that af-
fected the services of Bank of America [5] and Ama-
zon [6] centers for 4-6 days. Such scenarios or disrup-
tions may also arise as a result of relocation and up-
grade of a data center in a different site, which needs
proper pre-move planning and expertise. Depending
on the scale, such disruptions can be partial that im-
pact some applications or full that impact the entire
data center. When such disruptions occur, they cause
significant downtime which may lead to a substantial
financial and legal impact. According to a recent study

by Ponemon Institute, a data center outage can cost an
average of $5,600 per minute [7].

In light of the above, there is a growing need to opti-
mize the post-disruption recovery and restoration pro-
cess for the enterprise data centers. A complete post-
disruption restoration process for a large data cen-
ter requires multiple stages as backup resources are
brought to the field and installed, which sometimes re-
quires a few weeks to several months [9]. Within this
entire recovery stage, the partially restored infrastruc-
tures will still have to operate in a degraded manner
and provide some partial level of service for clients.

A key design challenge of the restoration plan is to
support partial business continuity that allows applica-
tions to progressively come back online after failures
or disruptions. Fig. 1 shows such a data center recov-
ery process where the critical applications or services
are gradually recovered over a duration of 30 hours.
Notice that the recovery process of all the services can-
not be started simultaneously because the services in
an enterprise data center are typically inter-dependent.
The sequencing of data center services that are grad-
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