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A B S T R A C T

Software-Defined Storage (SDS) is an evolving concept for the management of data storage from the software's
perspective. Multi-tenant applications running on the cloud can benefit from the concepts introduced by SDS by
managing the allocation of data storage from the tenant's perspective. A multi-tenant application should
guarantee both data separation and performance isolation towards every tenant, and migration of tenant data
over time should be minimized as this is both an expensive and time consuming operation. Furthermore, with
cloud computing compliance with regulatory policies regarding the storage of data remains a key hurdle, as end
users often have no way to specify their requirements.

In this article, we present a dynamic and extensible system for the management of storage resources in multi-
tenant cloud applications. In the presented approach, tenants are hierarchically clustered based on multiple
scenario-specific characteristics, and allocated to storage resources using a hierarchical bin packing algorithm
(static allocation). As the load changes over time, the system corresponds to these changes by reallocating
storage resources when required (dynamic reallocation). We evaluate both the static and dynamic behavior of
our system. Experiments confirm that the system achieves good results regarding the average bin usage,
migrations over time and clustering of related tenants. On average, less than 0.01% of the total amount of data is
reallocated during each migration using the dynamic Hierarchical First-Fit Decreasing (dHFFD) algorithm
while achieving an average bin usage similar to First-Fit Decreasing (FFD). The dynamic Hierarchical Greedy
Decreasing (dHGD) algorithm reduces the number of migrations by a factor 100 compared to dHFFD, but at the
cost of provisioning additional storage instances.

1. Introduction

Cloud computing enables short-term elastic usage of system
resources such as processing power and storage, eliminating up-front
costs and providing near infinite capacity on-demand Armbrust et al.
(2009). With public cloud computing, infrastructure providers usually
apply a cloud pricing model in which the customer is charged based on
the actual resource usage (pay-as-you-go pricing model), making
optimal usage of the available resources desirable. Multi-tenancy Guo
et al. (2007) refers to a set of features that enables the sharing of a
common set of resources among customers, referred to as tenants.
Adding multi-tenancy to cloud applications aids to minimize operation
costs as resources are being shared, and also offers higher scalability as
there is an increased utilization of the available resources Azeez et al.
(2010); Tsai and Zhong (2014); Maenhaut et al. (2016). The multi-
tenant application can run on a small number of instances that are
shared between tenants, and smaller tenants can be co-located on a

single instance. In fact, cloud computing itself is a form of multi-
tenancy, as all common cloud computing models rely on sharing of
resources among multiple clients. Moreover, a mapping can be made
between the different models of cloud computing and the different
levels of multi-tenancy, as illustrated in Fig. 1.

A typical multi-tenant cloud application consists of multiple types
of resources, such as the computational resources used to execute the
application's logic, network resources to provide sufficient bandwidth
and storage resources required to store the application's persistent
(tenant) data. Software-Defined Storage (SDS) Carlson et al. (2014) is
an evolving concept for the management of data storage from the
software's perspective, independent of the underlying hardware. An
SDS system manages the policy-based provisioning of data storage, and
virtualization is often used to provision the required resources. Multi-
tenant applications running on the public cloud can benefit from the
concepts introduced by SDS by managing the allocation of tenant data
from the tenant's perspective, taking custom tenant policies and
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preferences into account. Within the cloud, customers currently often
have no way to specify their requirements regarding the storage of
sensitive tenant data, introducing the need for an extensible storage
system for multi-tenant cloud applications.

Besides the intelligent provisioning and management of resources,
reallocation of data over time should also be minimized. This is
especially true for environments in which the application servers are
geographically distributed, making migration of data both expensive
and time consuming. Furthermore, although resources are being
shared among multiple tenants, the storage system should behave like
a private instance towards every tenant by guaranteeing both data
separation and performance isolation Tsai and Zhong (2014).

In this article we present an implementation of an SDS system for
the management of storage resources in multi-tenant cloud environ-
ments, which we refer to as Tenant- Defined Storage (TDS). The system
allocates storage from the tenant's perspective, using novel bin packing
approximation algorithms which are optimized for both the static and
dynamic allocation. An elastic cloud already provides a good basis for
hosting scalable multi-tenant applications that can adapt to changes in
demand over time. The allocation of data, especially sensitive tenant
data, in compliance with regulatory policies however remains a key
hurdle Singh and Chatterjee (2017); Henze et al. (2013). Tenant data
can be stringent to certain data assurance policies in order to meet legal
and business data archival requirements, but often customers have no
way to specify their requirements. The TDS system should be flexible
enough to support these and other policies and constraints, such as
guaranteeing the selected Service-Level Agreement (SLA).

In most scenarios, storage resources will be tightly coupled to
computational resources. A multi-tenant application running on the
cloud could for example consist of multiple Virtual Machine (VM)
instances. Initially, a single datacenter or even a single VM could be
used to execute the application, but as the number of tenants and
therefore the load on the VM increases over time, multiple geographi-
cally distributed instances could be provisioned. This might however
require the migration of existing VMs to a different location, resulting
in the migration of some blob storage, the provisioned virtual disks.
Fig. 2 illustrates this concept. In this example, computational resources
are represented by hardware (HW in the figure), these are the physical
servers hosting the VMs, and storage resources are represented by
disks (HDD), storing the virtual disk images. A tenant user located in
the US is redirected to a provisioned VM in the North Central US Data
Center, whereas for the European tenant user resources are provi-
sioned in the West Europe Data Center. The tenant data should be
stored close to the selected application server, preferably in the same
data center, to minimize network latencies.

The remainder of this article is structured as follows. In the next
section, we discuss related work within the field. Next, in Section 3 we
provide a general overview of the TDS system and discuss the major
design decisions. In Section 4 we introduce several static and dynamic
bin packing algorithms for the (re)allocation of tenant storage. In
Section 5 we define the relevant evaluation metrics and present the
most significant evaluation results and discuss these in Section 6.
Finally, in Section 7 we state our conclusions and discuss avenues for
future research.

2. Related work

2.1. Previous work

In previous work Maenhaut et al., (2014, 2015), we designed a data
management framework which can be used to extend existing multi-
tenant cloud applications in order to achieve high scalability of the
database layer. This database layer consists of multiple relational
databases, and the framework manages the distribution and retrieval
of tenant data over the available instances. Furthermore, it guarantees
the correct functioning of complex data queries, as aggregate data
could be distributed over multiple database instances. In this article,
we focus on the design of a TDS system for managing the allocation of
blob storage instead of relational data, which has been briefly
introduced in Maenhaut et al. (2015). Allocating blob storage instead
of relational data leads to a very different approach for the allocation of
tenant data, with a strong focus on data isolation (as this is an

Fig. 1. Mapping between the different models of cloud computing and the different levels of multi-tenancy.

Fig. 2. Example mapping of tenants to provisioned computational and storage resources
for a distributed multi-tenant application running in the cloud.
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