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1. Introduction

In the digital world, a service is defined as a software unit that provides certain functionalities. A web service is a ser-
vice that is made remotely available to other entities through networks. By using standard communication protocols and
languages, web services provide necessary interfaces so that any system can invoke them remotely. The Service-Oriented
Architecture (SOA) provides designs and frameworks to offer services as self-contained units. One can invoke a web service,
as long as the input satisfies the interface specification, and let the output of the web service to be an input to another
service if they need to work together. The most commonly used communication protocol for exchanging information be-
tween web services is the Simple Object Access Protocol (SOAP). SOA platforms provide a foundation for modeling new
applications, which involves planning, searching for, connecting, and invoking web services.

One of the issues faced by a service consumer is to measure and choose a right service from potentially a very large
service pool. Services provided by different providers may offer the same functionality, but they could be very different in
terms of cost, quality, or security. Therefore the service consumer faces the dilemma of picking up the most suitable services
for his/her application, especially in the era of Internet of Things (IoT) where small devices are made available as service
unit through an open and dynamic networking environment in massive scale. Among all the existing works that have been
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used to quantify and compare web services, we found that most of them focus on the QoS only and the key question of
quantifying services based on their security properties remains unanswered [1]. Nonetheless, it is crucial to measure the
services from security perspective since one service developed with good faith in its security may not be necessarily good
enough for another to use.

In this paper we propose a novel quantitative approach based on fuzzy terms. In particular, we focus on security as it is
a big challenge for utilising web services, due to the lack of a common ground and evaluation criteria. It is to use a linguist
evaluation method to quantitatively measure services based on their security attributes such as confidentiality, availability,
privacy and accountability. These attributes are formulized into one base linguistic evaluation set and calculated towards an
overall security value. In this way the comparison of different services’ security becomes possible.

To the best of our knowledge, this work is the first practical approach to target the issue of evaluating web services based
on multiple security attributes at the same time. It provides the foundation for further research into this area and has great
potential to be extended to solve similar issues faced by other information systems. The calculation is based on information
that already exist, e. g., descriptions in the Service Level Agreements (SLAs), thus it is feasible and practical enough to make
immediate impact.

The rest of the paper is organised as follows. The next section explains how web service security is presented in current
network and the challenges service consumers are facing. Section 3 introduces the linguistic evaluation foundation and
the triangular membership function. The next section explains our approach to formulize different linguistic term sets and
calculate an overall security value for web services based on multiple attributes. An example is given in Section 5 to illustrate
the solution and Section 6 discusses related work. Finally the paper concludes with an outline of future work in Section 7.

2. Web service security
2.1. Security wtih SLAs and WSDL

Web services are normally made available together with a Service Level Agreements (SLA). A SLA is a formal guarantee
that has to be accepted by service consumers before the service being used. A SLA can specify the properties of a service
across different levels. For example, on business level it can describe what kind of functionality the service is offering
and how the users will be charged (cost); on technical level it may describe the number of shutdowns the service might
experience each year (QoS).

Security can also be promised as part of the SLA. However its coverage is rather poor to date due to the lack of well
defined semantics. The SLAs traditionally focus on the QoS metrics such as a bandwidth guarantee and backup strategy.
Even when the security being mentioned, in practice it tends to be written in a natural language with fuzzy terms such as
“High”, “Good”, etc. Therefore it is very difficult for the service consumer to really understand the situation and compare
the web services from the security aspect.

Apart from SLA, a web service also describes its interfaces through a Web Service Description Language (WSDL). A WSDL
file specifies how to invoke the service, i.e. the input parameters, in order to communicate with the service and the expected
output for each of the operations provided by the service. The WSDL file can be generated automatically from the web
service code. Based on WSDL specification files, a service consumer can design his/her applications accordingly and use
SOAP to call the operations listed in the WSDL files.

Although WSDL is mostly used to specify the functional aspects of a service, it is possible to attach non-functional prop-
erties such as security to the WSDL. WS-SecurityPolicy is an extension of WSDL to secure SOAP messages. It utilises stan-
dards like SAML, XML Signature , and XML Encryption to achieve the goal of secure communications with web services.
WS-SecurityPolicy is different from the Secure Socket Layer (SSL) protocol as the WS-SecurityPolicy only encrypts the con-
tent of a SOAP message while SSL can encrypt the entire communication channel. Comparing to SSL, WS-SecurityPolicy is
more flexible as it can choose which part of the SOAP message to be encrypted by using which cryptographic algorithm.
WS-SecurityPoliy is attached to the WSDL by declaring it in the WSDL.

2.2. Challenges

Despite some efforts from SLA and WSDL, security issue remains a big challenge for web services. The dilemmas faced
by a service consumer are in three folds.

o Firstly, security is a broad concept that includes many aspects such as confidentiality and privacy. One service may
be stronger than another in terms of confidentiality; while it is also possible that the very same service has weaker
protection of privacy. It is a typical multi-criteria issue, which service consumers are not always in the position to resolve
due to the lack of expertise.

o Secondly, WS-SecurityPolicy was proposed to secure the SOAP messages. It is well equipped for-but also limited to-the
security of communication with web services. Security requirements at higher levels are hard to be expressed by using
the WS-SecuirtyPolicy. In contrast, security descriptions in SLAs are more open and inclusive but not always precise, es-
pecially in natural language. The situation can get even more complicated when more than one SLA language is involved.

« Finally, although some security modelling and verification techniques allow the service consumer to specify certain secu-
rity properties that the service has to comply with before the service being used [2], in practice the number of services
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