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a b s t r a c t 

The accurate detection of web robot sessions from a web server log is essential to take accurate traffic- 

level measurements and to protect the performance and privacy of information on a Web server. More- 

over, the irrecoverable risks of visits from malicious robots that intentionally try to evade web server 

intrusion detection systems, covering-up their visits with fabricated fields in their http request packets, 

cannot be ignored. To separate both types of robots from humans in practice, analysts turn to heuristic 

methods or state-of-the-art soft computing approaches that have only been tuned to the specification of 

a kind of web server. Noting that the landscape of web robot agents is ever changing, and that behavioral 

patterns and characteristics vary across different web servers, both options are lacking. To overcome this 

challenge, this paper presents SMART, a soft computing system that simultaneously detects benign and 

malicious types of robot agents from web server logs and can automatically adapt to the session char- 

acteristics of a web server. The results of experiments over some access log file servers, each servicing 

different domains of the web, demonstrate outperformance of the proposed method on state-of-the-art 

ones for benign and malicious robot detection. 

© 2017 Elsevier Ltd. All rights reserved. 

1. Introduction 

Great numbers of modern Web-based technologies and ser- 

vices are required to study, analyze, and collect information from 

massive web repositories. Web robots (also called Web crawlers) 

are employed by such technologies to collect and scrutinize the 

dynamic content repositories contain. Perhaps surprisingly, robot 

agents are likely the dominant type of agent on the Web today: 

a 2015 industry report suggests that robots constitute 49.5% of 

all http requests to popular web sites on the internet ( Incapsula, 

2015 ), while our recent academic report suggests this number to 

be closer to 60% on academic web servers ( Rude & Doran, 2015 ). 

The rise in robot traffic to these levels may be attributed to the 

widespread use of social media services that encourage users to 

share information with others in real-time. This dynamic informa- 

tion, which may be very valuable to organizations yet is time sen- 

sitive, need to be collected with robots carrying specialized func- 

tions and intentions. Web robots also carry out helpful tasks like 

web content archiving, link and HTML validation, search engine in- 

dexing, content change monitoring, and website mirroring. 
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Robots harvesting information is not an intrinsically bad thing. 

In fact, robots are crucial for powering the Web search engines so- 

ciety relies on to find information on the Web. They are also core 

to the “Internet of Things” concept ( Atzori, Iera, & Morabito, 2010 ) 

whereby automated agents acting on behalf of physical devices will 

fetch data from Web sites, systems, and APIs. However, because 

their behaviors are completely unregulated and have been mea- 

sured to be unethical ( Sun, Councill, & Giles, 2010 ), some robots 

may pose a threat to the performance, privacy of information, and 

security of a Web server. Moreover, aggressive robots with spe- 

cialized functions may find innovative ways to harvest e-mail ad- 

dresses, perform click fraud, and access information behind ‘pay- 

walls’ or login screens where only authorized human users should 

be allowed access. 

It is difficult to assess whether a robot has malicious inten- 

tions when they visit a site. The only scenario where this task is 

easy is when a robot displays obvious signals of malice that can 

be detected via some heuristic. For example, robots requesting re- 

sources that have restricted access to registered users, and robots 

that submit a barrage of connection requests over a brief time pe- 

riod, likely have malicious intentions. But since these overtly dan- 

gerous behaviors are easy to identify, they may not be employed 

by intelligent malicious robots that try to circumvent detection. A 

strategy for subtler malicious robot visits is to have it mask or hide 

its requests by exhibiting behaviors that outwardly appear to be 

http://dx.doi.org/10.1016/j.eswa.2017.06.004 

0957-4174/© 2017 Elsevier Ltd. All rights reserved. 

http://dx.doi.org/10.1016/j.eswa.2017.06.004
http://www.ScienceDirect.com
http://www.elsevier.com/locate/eswa
http://crossmark.crossref.org/dialog/?doi=10.1016/j.eswa.2017.06.004&domain=pdf
mailto:zabihimayvan.2@wright.edu
mailto:mahdieh.zabihi@gmail.com
mailto:sadeghi.2@wright.edu
mailto:howard.rude@wright.edu
mailto:derek.doran@wright.edu
http://dx.doi.org/10.1016/j.eswa.2017.06.004


130 M. Zabihimayvan et al. / Expert Systems With Applications 87 (2017) 129–140 

human. For example, a robot could set the client IP address of a 

request packet to one it knows is a trusted human, or follow a 

navigational pattern that follows the structure of a site like a hu- 

man. Such malicious robot agents are at least unethical in the sense 

that they attempt to circumvent detection and hence the differen- 

tiated treatment a web server administrator wants robot traffic to 

have, and at worst a threat to the information and the security of a 

web server as they intentionally seek out unauthorized resources, 

search for site vulnerabilities, and even launch attacks on the web 

server and the information it hosts. Previous studies on malicious 

robot traffic confirm their sophistication, exhibiting browsing be- 

haviors not statistically significantly different compared to human 

traffic ( Doran & Gokhale, 2011 ). 

To improve the performance, security, and privacy of informa- 

tion on a web server, accurate detection of benign and malicious 

web robot agents is thus necessary. Detected benign robots may 

be given differentiated treatment, including limited access to re- 

sources or a lower priority for request servicing. Detected mali- 

cious agents could have their sessions flagged for subsequent secu- 

rity analysis, or given their suspicious nature, blocked from future 

access to a web server. A number of methods to accurately iden- 

tify web robot sessions have been developed ( Doran & Gokhale, 

2011 ), but few attempt to tackle the problem of discovering ma- 

licious agents as well. Perhaps the leading, state-of-the-art solu- 

tion for this problem combines soft computing methods (namely 

self-organizing maps coupled with adaptive resonance theory) to 

cluster visitors into groups of humans, well-behaved crawlers, ma- 

licious web robots, and unknown visitors ( Stevanovic, Vlajic, & An, 

2013 ). While the approach is very promising, the clusters are de- 

fined by a large suite of session features that may or may not 

be applicable depending on the nature of the web server and the 

robots that visit it ( Tan & Kumar, 2002 ). 

This article presents a new web robot detection algorithm able 

to discover human, benign, and malicious robot sessions simul- 

taneously. It draws inspiration from the present art by employ- 

ing soft computing concepts to classify web sessions, but innova- 

tively integrates dynamic feature selection according to the pat- 

terns seen at a particular web server. In comparison to past sys- 

tems for web robot detection, which use a limited number of fea- 

tures ( Stevanovic et al., 2013 ) or utilize a feature selection strat- 

egy which is adequate just for certain domains ( Zabihi, Jahan, & 

Hamidzadeh, 2014a, 2014b ), our approach dynamically selects the 

most appropriate features from a large suite of candidates using 

a fuzzy rough set-based method. This automatic feature selection 

is a critical component since most web server administrators are 

unable to know, a priori, what session characteristics best distin- 

guish web robots from humans. Experiments ran over traces of 

web traffic to two web servers, each servicing different domains 

of the internet, find that the proposed algorithm has higher accu- 

racy compared to state-of-the-art methods, and hence, can detect 

robot agents that have benign and malicious intentions with higher 

reliability. 

The rest of this paper is organized as follows: Section 2 gives 

a literature review in web robot detection. The proposed algo- 

rithm, called SMART ( S oft computing for MA licious R obo T detec- 

tion) is explained in Section 3 . The results of our experiments and 

a comparative analysis against the state-of-the-art are presented 

in Section 4 . Section 5 summarizes the article and discusses future 

work. 

2. Related work 

Discovering efficient and accurate ways to identify web robot 

traffic is an active area of research ( Doran & Gokhale, 2011; Do- 

ran, Morillo, & Gokhale, 2013 ) with several existing studies utiliz- 

ing supervised learning algorithms. For example, Tan and Kumar 

use a C4.5 decision tree to classify web visitors based on navi- 

gational patterns in click-stream data and a suite of 26 attributes 

( Tan & Kumar, 2002 ). Lourenço and Belo introduce a site-specific, 

updatable detection model called “ClickTips” for web robot detec- 

tion ( Lourenço & Belo, 2006 ) that also uses a C4.5 decision tree. 

Kwon et al. also use a decision tree to classify web sessions with 

some never before considered behavioral robot features ( Kwon et 

al., 2012 ). They suggest the switching factor of the three attributes 

used in other literatures as the new attributes. Decision trees are 

not the only classification model considered for web robot detec- 

tion, however. Recently, Gržini ́c et al. propose an intelligent system 

named “Lino” to diagnosis if a robot is malicious ( Gržini ́c, Mrši ́c, 

& Šaban, 2015 ). The authors exploit the support vector machine 

and C4.5 decision tree algorithms to compare their performance 

in implementing the Lino system. Bomhardt et al. present a web 

log pre-processing tool named “RDT” and apply Neural Networks 

and compare their results with those of the decision tree used by 

Tan and Kumar (2002 ) for web robot detection ( Bomhardt, Gaul, & 

Schmidt-Thieme, 2005 ). What is more, the authors propose some 

new attributes in addition to the ones suggested by Tan and Ku- 

mar (2002 ). Stassopoulou and Dikaiakos introduce a probabilistic 

model based on the Bayesian networks and use a technique to 

adapt threshold for session extraction ( Stassopoulou & Dikaiakos, 

2009 ). They describe each session by six attributes known in Tan 

and Kumar (2002 ). Also, Suchacka and Sobkow utilize a Bayesian 

approach to detect web robots of a real e-commerce website while 

sessions are characterized by twenty-one attributes. Furthermore, 

they use cluster analysis to determine the parameters of the clas- 

sification model ( Suchacka & Sobkow, 2015 ). 

Some other researches utilize several classification techniques 

and compare their performance in web robot detection. Stevanovic 

et al. examine the performance of seven different classifiers, in- 

cluding C4.5, RIPPER, k-Nearest, Naïve Bayesian, Bayesian Network, 

SVM, and Neural Networks, to categorize the web sessions into 

human and web robot groups. They propose two new attributes, 

the consecutive sequential request ratio and standard deviation of 

page request depth, and evaluate their effectiveness by the infor- 

mation gain and gain ratio metrics ( Stevanovic, An, & Vlajic, 2012 ). 

In addition, Ensemble-based learners can be used to combine the 

advantages of several classifiers. Therefore, Sisodia et al. focus on 

bagging, boosting, and voting to identify robot sessions and also, 

perform multi-fold robot session labeling to enhance the classifi- 

cation performance ( Sisodia, Verma, & Vyas, 2015 ). The authors ex- 

tract twenty-three common attributes proposed in Tan and Kumar 

(2002 ) for each session. 

In contrast to the previous researches, unsupervised learning 

to separate robots from humans have also been explored. Unsu- 

pervised methods are rooted in the hypothesis that there exist at 

least two classes of traffic (robot and human) with distinct be- 

haviors and sessions that can be learned. For example, Zabihi et 

al. use DBSCAN (Density-Based Spatial Clustering of Applications 

with Noises) to identify web robots on two web servers ( Zabihi 

et al., 2014a, 2014b ). They propose two new attributes according 

to the behavioral patterns of web visitors suggested in Doran and 

Gokhale (2011 ) and Doran et al. (2013 ). In addition, they apply a 

t- test to check for attributes that are irrelevant to solve the curse 

of dimensionality problem. As another instance, Doran et al. em- 

ploy the K-means clustering to classify 169 web robots of an aca- 

demic website ( Doran & Gokhale, 2009 ). In contrast to the cur- 

rent research, they just consider the classification of web robots 

and do not deal with general web visitor’s sessions. Also, they sug- 

gest three attributes based on workload metrics, volume of HTTP 

request sent, volume of bandwidth consumed, and average size of 

resources requested, which are also utilized in this paper. 

Of the few studies that have tackled the detection of web 

robot and malicious web agents, Stevanovic et al. presented the 
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