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Abstract

Appropriate response strategies against new and ongoing cyber attacks must be able to reduce
risks down to acceptable levels, without sacrificing a mission for security. Existing approaches
either evaluate impacts without considering missions’ negative-side effects, or are manually based on
traditional risk assessments, leaving aside technical difficulties. In this paper we propose a dynamic
risk management response system (DRMRS) consisting of a proactive and reactive management
software aiming at evaluating threat scenarios in an automated manner, as well as anticipating
the occurrence of potential attacks. We adopt a quantitative risk-aware approach that provides a
comprehensive view of the threats, by considering their likelihood of success, the induced impact,
the cost of the possible responses, and the negative side-effects of a response. Responses are selected
and proposed to operators based on financial, operational and threat assessments. The DRMRS is
applied to a real case study of a critical infrastructure with multiple threat scenarios.
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1. Introduction

In cyber security domains, attack scenarios are frequently represented by the use of attack
graphs. Various kinds of attack graphs have been proposed in the scientific literature in order to
represent at an abstract level (i.e., not a specific occurrence of an attack scenario, but a template
of a possible multi-steps attack) scenarios composed of several elementary attack steps[1, 2, 3, 4].
However, in order to compute the most exhaustive list of possible attack scenarios, attack graphs
must rely on algorithms that base their processes on an up-to-date knowledge of the network
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