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Abstract

Device-to-Device (D2D) communication 1§ expected to be a key feature sup-
ported by 5G networks, especiallyndue to the proliferation of Mobile Edge
Computing (MEC), which has a prominent role in reducing network stress
by shifting computational tasks from the Internet to the mobile edge. Apart
from being part of MEE, D2D can extend cellular coverage allowing users to
communicate directly when telecommunication infrastructure is highly con-
gested or absents This significant departure from the typical cellular paradigm
imposes the'need for decentralised network routing protocols. Moreover, en-
hanced capabilities of mobile devices and D2D networking will likely result in
proliferation of new malware types and epidemics. Although the literature is
richin terms of D2D routing protocols that enhance quality-of-service and en-
ergy consumption, they provide only basic security support, e.g., in the form
of encryption. Routing decisions can, however, contribute to collaborative de-

tection of mobile malware by leveraging different kinds of anti-malware soft-
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