
Accepted Manuscript

Experience based knowledge representation for Internet of Things and
Cyber Physical Systems with case studies

Cesar Sanin, Zhang Haoxi, Imran Shafiq, Md Maqbool Waris, Caterine Silva de Oliveira,
Edward Szczerbicki

PII: S0167-739X(17)31696-5
DOI: https://doi.org/10.1016/j.future.2018.01.062
Reference: FUTURE 3969

To appear in: Future Generation Computer Systems

Received date : 31 July 2017
Revised date : 8 January 2018
Accepted date : 30 January 2018

Please cite this article as: C. Sanin, Z. Haoxi, I. Shafiq, M.M. Waris, C. Silva de Oliveira, E.
Szczerbicki, Experience based knowledge representation for Internet of Things and Cyber Physical
Systems with case studies, Future Generation Computer Systems (2018),
https://doi.org/10.1016/j.future.2018.01.062

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to
our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form.
Please note that during the production process errors may be discovered which could affect the
content, and all legal disclaimers that apply to the journal pertain.

https://doi.org/10.1016/j.future.2018.01.062


Experience Based Knowledge Representation for Internet of Things 

and Cyber Physical Systems with Case Studies 
 

Cesar Sanin
a
, Zhang Haoxi

b
, Imran Shafiq

c
, Md Maqbool Waris

a
, Caterine Silva de Oliveira

a
, 

Edward Szczerbicki
d 

 
a The University of Newcastle, 

Faculty of Engineering and Built Environment 

University Drive, Callaghan, NSW 2208, Australia 

Cesar.Sanin@newcastle.edu.au 

{MohammadMaqbool.Waris, Caterine.SilvadeOliveira}@uon.edu.au 

 
b College of Information Security Engineering, Chengdu University of Information Technology, No. 24 Block 1, 

Xuefu Road, Chengdu, China, 610225. 

haoxi@cuit.edu.cn 

 
c Aligarh Muslim University, Aligarh, India. 

sishafiq.bp@amu.ac.in 

 
d Gdansk University of Technology, Gdansk, Poland. 

edward.szczerbicki@zie.pg.gda.pl 

 

Corresponding Author: Dr. Cesar Sanin 

Ph: +61 2 49217465 / Fax: +61 2 49217468 

 

 

Abstract: Cyber Physical Systems and Internet of Things have grown significant attention from industry and 

academia during the past decade. The main reason behind this interest is the capabilities of such technologies to 

revolutionize human life since they appear as seamlessly integrating classical networks, networked objects and 

people to create more efficient environments. However, enhancing these technologies with intelligent skills 

becomes an even more interesting and enticing scenario. In this paper, we propose and illustrate through a number 

of case studies how Decisional DNA, a multi-domain knowledge structure based on experience, can be 

implemented as a comprehensive embedded knowledge representation for Internet of Things and Cyber Physical 

Systems.  Decisional DNA gathers explicit experiential knowledge based on formal decision events and uses this 

knowledge to support decision-making processes.  The main advantages of using Decisional DNA are as follows: 

(i) offers a standardized form of the collected knowledge and experience, (ii) provides versatility and dynamicity 

of the knowledge structure, (iii) stipulates storage of day-to-day explicit experience in a single configuration, (iv) 

delivers transportability and shareability of the knowledge, and (v) provides predicting capabilities based on the 

collected experience.  Consequently, test and results of the presented implementation of Decisional DNA case 

studies support it as a technology that can improve and be applied to the aforementioned technologies enhancing 

them with intelligence by predicting capabilities and facilitating knowledge engineering processes. 
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1 Introduction 

Internet of Things (IoT) and Cyber Physical Systems (CPS) are continuously redefining our 

way of life. CPS refer to a novel set of engineered systems that requires communication, 

computing integration, and control technologies to accomplish stability, performance, 

reliability, robustness, and efficiency in dealing with physical systems in many application 

domains [1]. The U.S. National Institute of Standards and Technology (NIST) defines CPS as 

follows: “CPS or “smart” systems are co-engineered interacting networks of physical and 

computational components.” [2]. IoT refers to an interconnected network of all common 

objects, some of these objects enhanced with ubiquitous capabilities. IoT escalates Internet‟s 

ubiquity by connecting every object for interaction via embedded systems. It is becoming a 

widely distributed communication system where objects communicate with human beings as 

with other objects [3]. IoT and CPS are the main driving forces behind the incoming industrial 
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