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Abstract

With the development of active distribution networks, data transmission is fac-

ing a severe security challenge. Secure data transmission is crucial for the real-

time and exact control of active distribution networks. However, traditional

data encryption methods have difficulty with the real-time control and mass

data transmission of the active distribution networks. Additionally, content fil-

tering based on text classification has a strong dependence on the size and type

of data. To solve these problems, this paper proposes a novel distributed content

filtering algorithm based on data labeling and policy expression (DCF-DLPE).

In DCF-DLPE, we design a secure private protocol with data labeling and build

a policy rule expression. Four representative datasets are used to evaluate the

performance of the proposed algorithm. The comparative results show that

for the larger dataset, DCF-DLPE outperforms the DES, AES (256-bit) and

Blowfish encryption methods in the average time-consumption. Experimental

results also show that compared with text classification algorithms, DCF-DLPE
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