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a b s t r a c t 

Over the past few years, wireless sensor networks have gained significant attention. They have been 

distributed in the real world in order to collect valuable raw sensed data. Due to high density, WSNs 

(Wireless Sensors Networks) are exposed to faults and nasty attacks. Likewise, the sensors readings are 

inaccurate and unreliable, which make Wireless Sensor Networks vulnerable to outliers. Abnormal data, 

outliers or anomalies are usually considered to be those sensor readings that have deviated significantly 

from normal behavior. However, the challenge is to ensure data quality, secure monitoring and reliable 

detection of interesting and critical events. In this survey, we describe a comprehensive overview of exist- 

ing outlier detection techniques specifically used for the wireless sensor networks. Moreover, we present 

a comparative table used as a guideline to select which technique is adequate for the application in terms 

of characteristics such as detection mode, architectural structure and correlation extraction. 

© 2017 Published by Elsevier B.V. 

1. Introduction 

Wireless Sensor Network has been a growing interest in the 

scientific and industrial communities thanks to innovations that 

have occurred during the last decades in the domains of microelec- 

tronics, MEMS (Micro-Electro-Mechanical System) design, energy 

harvesting, and wireless technologies. These Wirelessly connected 

sensor networks consist of a large number of sensing nodes 

densely deployed in the wanted region .These sensing embedded 

elements are connected to each other through wireless links and 

work together to collect large amounts of high-fidelity information 

about different locations, processing them, and transmitting data 

to gateway nodes also known as sink points. Recent deployments 

have demonstrated their utility in various domains. WSNs are 

usually used in military operations [1] . Recently, a new set of 

possible applications has been an active subject of research, such 

as structural health monitoring [2–4] , environmental monitoring 

[5,6] , agriculture [7] and industrial applications [8–10] . Recent 

experimentations are currently exploding in terms of usage and 

performances to improve the way of working in many contexts 

like automation smart cars to reduce the number of crashes and 

home automation. The quality of data collected by WSNs has been 

often unreliable and inaccurate because of the WSN’s imperfect 
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nature. Nonetheless, sensor nodes have stringent resource con- 

straints such as memory capacity, computational complexity, and 

communication bandwidth and energy consumption. These limited 

resources make the data generated by sensor contaminated by 

noise, obvious error, missing data, duplicated values and con- 

flicting information. Furthermore, WSNs frequently utilize a large 

number of sensor nodes in harsh and hostile environments where 

sensor nodes are vulnerable to malicious attacks, hence, data 

generated and processed will be controlled by enemies. However, 

in the context of WSNs, outliers which are also known as anomaly 

or deviation, are one of the sources that greatly influence the 

quality of data collected. Lately, the identification of outliers has 

provided data reliability, performance and secure functioning of 

the network. Most sources of outliers which existed in WSNs are 

due to mechanical mistakes, fraudulent behavior or arise through 

natural deviation in populations. These resources include events, 

malicious attacks, noise and errors. 

Sometimes, outliers are often more interesting than the normal 

ones, that is why outliers need to be identified as they may 

contain important information. Nowadays, outliers’ identification 

is of great interest to the researchers. Accordingly, outlier detec- 

tion in WSNs has attracted much attention and was widely used 

for several real-life applications such as fraud detection, intrusion 

detection, environmental monitoring, health & medical monitoring, 

localization and target tracking. In this survey, we presented an 

extensive overview of the research done in the field of existing 
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Fig. 1. Architecture of Wireless Sensor Networks. 

outlier detection techniques specifically developed for WSNs. The 

contributions of this survey can be presented as: 

• Introducing the fundamentals of outlier in Wireless Sensors 

network and defines keywords that will be referred to in later 

sections, ( Section 2 ), 

• Identifying important keys of outlier detection techniques in 

WSNs ( Section 3 ), 

• Addressing a brief description of current outlier detection 

techniques ( Section 4 ), 

• Introducing a comparative table to select an adequate technique 

( Section 5 ). 

2. Classification criterion of outliers 

Wireless Sensor Networks (WSNs) have become an interesting 

research topic in recent years. Their capabilities for monitoring 

wide areas, accessing remote and hostile places, real-time reacting, 

and relative ease of use has brought scientists a whole new hori- 

zon of possibilities. So far, WSNs have been employed in military 

activities, such as recognition, surveillance, target acquisition, 

environmental activities and in civil engineering such as structural 

health measurement. A sensor network is typically composed of 

hundreds, or even thousands, of small, low-cost nodes distributed 

over a wide area that shown in Fig. 1 . 

Furthermore, WSNs combine the ability to sense, compute, and 

coordinate their activities with the ability to communicate results 

to the end users. They have revolutionized data collection in all 

kinds of domains and the deployment and design of these net- 

works creates unique research and engineering challenges. Sev- 

eral limitations must be taken into account when developing WSN 

software such as their intended large area size, obstacles to their 

communication, their often random and hazardous deployment, 

their high failure rate and their limited power. Ensuring sensor 

data quality is crucial for better decision making. The use of key 

management techniques and cryptographic are insufficient to en- 

sure the integrity and reliability of the data as they cannot pro- 

tect sensor nodes from insider attacks [11] . Therefore, outlier de- 

tection techniques are designed to detect any abnormal behavior 

in sensor data streams [12] . Various factors make wireless sensor 

networks (WSNs) especially prone to outliers. Firstly, they collect 

their data from the real world using imperfect sensing devices. 

Secondly, they are battery powered, and thus, their performance 

tends to deteriorate as power dwindles. Thirdly, since these net- 

works may include a huge number of sensors, the chance of er- 

ror accumulates. Finally, in the security and military applications, 

sensors are especially prone to manipulation by enemies [1] . How- 

ever, it is clear that outlier detection should be an inseparable part 

of any data processing routine in WSNs [13] . The following sub- 

sections describe the basic concepts, Sources and requirements of 

outlier detection in WSNs. 

Fig. 2. A simple example of anomalies in a two-dimensional data set. 

Fig. 3. Different types of outlier source in Wireless Sensors Networks. 

2.1. Definition of outliers 

In the context of WSNs, outlier also known as an anomaly 

or deviation is considered for identifying unusual behavior when 

compared to the majority of sensor readings as shown in Fig. 2 . 

In the literature, there is no universally acknowledged definition 

for outliers. We presented in Table 1 , a set of prevalent definitions 

of outliers which have been differently proposed by numerous 

authors. 

2.2. Type of outliers 

Outliers can be classified as global or local with respect to the 

data set. Global outliers take account of outliers relating to all the 

available data points. However, local outliers are data points which 

consist of outliers in connection with its nearest local neighbors. 

LOF (Local Outlier Factor) [14] and its variants LOCI (Local Outlier 

Correlation Integral) [15] , and LOOP (Local Outlier Probabilities) 

[16] are some local outlier detection techniques in data streams. 

2.3. Dimension of detected outliers 

A data point can be identified as an outlier when its attributes 

have anomalous values. An outlier univariate is a data point that 

has a single attribute and it can be detected if its attribute is 

anomalous with respect to other data. In contrast, an outlier 

multivariate is a data point that has multiple attributes and it can 

be identified as an outlier if some of its attributes together have 

anomalous values with respect to other data. 

2.4. Identity of outliers 

One of the most important challenges for anomaly detection in 

WSN is to provide reliability and quality and to protect sensor data 

to be corrupted and damaged. In many applications, outliers are 

often more interesting than the normal ones. Thus outliers need 

to be identified as they may contain important information that 

is of great interest to the researchers. There are various sources of 

outliers , as shown in Fig. 3 , due to environmental changes or error 

coming from a faulty sensor in WSNs, which can be defined as: 
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