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a b s t r a c t 

Explosive detection techniques are one of the most important modern technologies for sav- 

ing civilian lives from terrorist operations. Technological advances and the development of 

explosive detection have greatly reduced the proportion of terrorist operations around the 

world. One of the most modern technologies that assist in the detection of explosives is 

the use of wireless sensor network. In this paper, modern practical studies of the wireless 

sensor network in explosives detection field have been taken into consideration and statis- 

tics are being conducted on these studies. Explosive detection requires the use of special 

sensors and compatible to work with the wireless sensor network. This paper deals with 

three main axes in wireless sensor systems: first axes is the scalability of wireless sensors 

in explosives detection technology. Second axes of WSN explosives detection system is the 

communication and mobility of these networks and sensors. The latest axes discuss the 

data security of the wireless sensor network used in the process of detecting explosives 

and the potential dangers that the system can direct in terms of data security. 

© 2017 Elsevier Ltd. All rights reserved. 

1. Introduction 

IEDs are a type of bomb that is manufactured in special workshops using certain chemicals. These explosives are used 

to carry out terrorist operations around the world and target civilians. The detection of bombs and improvised explosive 

devices requires the use of the latest technology, including the wireless sensor network technology, which proved effective 

in this field. The wireless sensor network consists of a set of sensors that are wired together wirelessly for the exchange of 

data and information via a mobile or fixed wireless network [1] . The wireless sensor network may contain several sensors 

to perform several functions, including checking the thermal, optical and chemical properties of the test area. The use of 

sensors comes because the human sense cannot really be in the sense of many physical and chemical properties which are 

beyond the limits of the human sense, but it can be sensed by the use of sensors, which have the ability to convert these 

intangible properties to numerical values that can be used in several applications. 

Explosive detection is divided into two main categories: bulk detection and tracking detection. The bulk detection pro- 

cess is done by using the image processing and visual properties of the chemical or thermal explosives to detect explosives 

through these properties. There are visual, optical and thermal characteristics of explosive materials, which differ from the 

nature of other materials. This change can be distinguished by the use of thermal and optical sensors in the wireless sen- 

sor network, which in turn analyze the data of these materials and determine whether they are dangerous or not. The 
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bulk detection process is a complex process and requires advanced image processing software to work with thermo-optical 

sensors in order to benefit from its data in the process of analyzing the content of these sensors. This software analyzes 

images taken with thermal and optical camera sensors for image analysis and processing according to a pre-stored database 

containing a sample for each substance and what is the spectrum for each substance [2] . 

Trace detection is carried out by tracking the chemical and physical properties of the substances that these substances 

leave to the surrounding environment. Each chemical has certain properties that may affect its environment by changing 

some chemical or physical properties in the environment. This change can be observed using special sensors that are as- 

sociated with the wireless sensor network used for explosive detection. The characteristics used in the detection process 

of explosives are: chemical properties, mechanical properties and physical properties. The chemical properties of the explo- 

sive materials may change some of the chemical properties of the substances in the surrounding environment, leading to a 

change in the composition of the surrounding environment. This change can be detected using chemical sensors. As well as 

physical and mechanical properties. It is worth mentioning that the mechanical properties of materials are also physical but 

more related to the movement of materials and the speed and pressure of these materials and all these properties can be 

detected using mechanical sensors [3] . 

Table 1 includes most sensors in the wireless sensor network used in the detection of explosives. These sensors include 

thermal sensors, photoreceptors, mechanical sensors, chemical sensors and physical sensors. Each sensor has certain prop- 

erties and a description is shown in Table 1 and what properties are detected by each type of sensor. 

Explosives and bombs are generally divided into three main sections [5] . The first section is the military bomb section. 

Military bombs are an advanced and modern type of bomb that requires special and exceptional effort from governments 

for the process of manufacturing because of its high cost and difficult to manufacture and because it requires special indus- 

try devices are not available to some countries. The second section is the commercial bomb section or what is known as 

industrial bombs. It is a kind of bomb that is used for industrial purposes such as metal detection, demolition and tunneling. 

These types are manufactured and prepared in scientific laboratories of some manufacturers of this type of explosives. The 

third section, the subject of the research is the section of improvised explosive devices and car bombs, which terrorists will 

usually use in their terrorist attacks or can be used in internal wars as the method of manufacturing does not require a lot 

of complexity in terms of materials and materials are available widely and possible to be manufactured in any workshop, 

Specialized or even ordinary house available on the materials used for the manufacture of this type of explosives. This type 

of explosive can be in two forms, the first form is the form of improvised explosive devices and the second form is the 

mobile form in the form of car bombs. 

Table 2 contains most of the materials used in the manufacture of improvised explosive devices and where these mate- 

rials are located, where it is noted that the majority of these materials can be found in the medical jar. Table 2 contains a 

description of each material in terms of form, chemical or physical description according to the state of the material used, 

and also contains a description of the manufacturing process. In any type of bomb, these materials can be used 

Chemical elements and compounds vary from one compound to another and from one element to another. That is, each 

element has a different degree of sensitivity than the other by reading the wireless sensor which can detect this difference in 

sensitivity. Chemical sensitivity means the chemical or chemical reaction of the external factors of the environment such as 

light, heat, humidity, wind movement and pressure. The sensitivity of chemicals can be used as a focal point in explosives 

detection technologies through sensor programming. Each element is treated according to its sensitivity. High sensitivity 

elements tend to be part of the explosive components [7] . Inert elements are excluded from this procedure. But this is not 

a rule that does not accept change if there are some inert ingredients that could enter into the manufacture of parts of 

explosives. 

Most of the explosives used in IEDs are packed in plastic or metal containers to contain this material and prepare it as the 

main explosive charge. The explosive device consists of several main parts: the main explosive charge, a circuit and cables, 

and finally a plastic or metal box or cylinder to contain the explosive charge. The plastic or metal material encapsulates 

all parts of the explosive device and is arranged in such a way that all the parts are combined. The electrical circuit in the 

explosive device is responsible for the process of detonating the detonation and sending the detonation message to the main 

charge in order to activate the charge. The cables of the communication transfer the signal from and to the circuit. The main 

signal of the explosion usually comes from a mobile phone connected to the explosive device in order to receive the signal 

of detonation through another device located at the terrorist, which activates the signal of the explosion and usually the 

signal between the two mobile devices is a normal connection signal, The package shall be sealed to handle the connection 

as a detonating signal. Table 3 contains the main parts of the conventional explosive device described in this table with 

descriptions of each element and its role in the detonation process. 

Fig. 1 illustrates a detailed structural section of the explosive device used by terrorists in terrorist operations, as well as 

the most important parts of the IEDs, since most of the improvised explosive devices consist of the same basic structure. 

Fig. 2 shows the second form of improvised explosive devices known as car bombs, as terrorists fill these cars with large 

explosive charges and connect them with wires and electric circuit in order to inflict the largest number of casualties. This 

type of explosive is called mobile terrorist explosives and is commonly used in suicide attacks. 

Sensors in the wireless sensor network work to cover the largest number of explosives by containing the largest number 

of sensors as the increase in the number of these sensors will increase the complexity of the process of data transfer 

between these sensors as the control of the process of data transmission with the presence of so many Sensors are a 

real challenge. The detection process in the wireless sensor network includes the sensors of the mechanical and physical 
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