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ABSTRACT

Context: Software-intensive space systems can harbor defects and vulnerabilities that may enable external adver-
saries or malicious insiders to disrupt or disable system functions, risking mission comptemise or loss. Mitigat-
ing this risk demands a sustained focus on the security and resiliency of the system arehitecture including soft-
ware, hardware, and other components.

Objective: In this paper we offer methodical approaches for improving space system resiliency through software
architecture design, system engineering, and increased software security,‘thereby reducing the risk of latent soft-
ware defects and vulnerabilities.

Method: We conducted a systematic review of existing architectural practices, standards, security and coding
practices, various threats, defects, and vulnerabilities that impact space'Systems from hundreds of relevant publi-
cations and interviews of subject matter experts. We expanded on the system-level body of knowledge for resili-
ency and identified a new software architecture framework and acquisition methodology to improve the resilien-
cy of space systems from a software perspective with an emphasis on the early phases of the systems engineering
life cycle. This methodology involves seven steps:| 1) Define technical resiliency requirements, la) Identify
standards/policy for software resiliency, 2) Develop a\request for proposal (RFP)/statement of work (SOW) for
resilient space systems software, 3) Define software, resiliency goals for space systems, 4) Establish software re-
siliency quality attributes, 5) Perform architéctural tradeoffs and identify risks, 6) Conduct architecture assess-
ments as part of the procurement process; and 7) Ascertain space system software architecture resiliency metrics.

Results: Data illustrates that software vulnerabilities can lead to opportunities for malicious cyber activities,
which could degrade the space mission capability for its user community. Reducing the number of vulnerabilities
by improving architecture and-software-system engineering practices can contribute to making space systems
more resilient.

Conclusion: Since cyber-attacks [1] are enabled by shortfalls in software, robust software engineering practices
and an architectural design,are foundational to resiliency, which is a quality that allows the system to “take a hit
to a critical component.and recover in a known, bounded, and generally acceptable period of time” [2]. To
achieve softwate resiliency for space systems, acquirers and suppliers must identify relevant factors and systems
engineering practiees to apply across the life cycle, in software requirements analysis, architecture development,
design, implementation, verification and validation, and maintenance phases.
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