Accepted Manuscript

Coordinated detection of forwarding faults in Wireless Community Networks
Ester Lopez, Leandro Navarro
PII: S1084-8045(18)30070-5

DOI: 10.1016/j.jnca.2018.02.019
Reference: YJNCA 2078

To appearin:  Journal of Network and Computer Applications

Received Date: 21 April 2017
Revised Date: 26 October 2017
Accepted Date: 27 February 2018

C&
COMPUTER
APPLICATIGNS

Please cite this article as: Lopez, E., Navarro, L., Coordinated detection of forwarding faults in
Wireless Community Networks, Journal of Network and Computer Applications (2018), doi: 10.1016/

j.jnca.2018.02.019.

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to

our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and all

legal disclaimers that apply to the journal pertain.


https://doi.org/10.1016/j.jnca.2018.02.019

Coordinated Detection of Forwarding Faults in Wireless
Community Networks

Ester Lopez?®, Leandro Navarro®

@ Universitat Politéecnica de Catalunya

Abstract

Wireless Community Networks (WCN) are crowdsourced networks where
equipment is contributed and managed by members from a community. WCN
have three intrinsic characteristics that make forwarding faults more likely:
inexpensive equipment, non-expert administration and openness. These char-
acteristics hinder the robustness of network connectivity. We present KDet,
a decentralized protocol for the detection of forwarding faults by establish-
ing overlapping logical boundaries that monitor the behavior of the routers
within them. KDet is designed to be collusion resistant, ensuring that com-
promised routers cannot cover for others to avoid detection. Another im-
portant characteristic of KDet is that it does not rely on path information:
monitoring nodes do not have to know the complete path a packet follows,
just the previous and next hop. As a result, KDet can be deployed as an in-
dependent daemon without imposing any change in the network, and it will
bring improved network robustness. Results from theoretical analysis and
simulation show the correctness of the algorithm, its accuracy in detecting
forwarding faults, and a comparison in terms of cost and advantages over
previous work, that confirms its practical feasibility in WCN.
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