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Cloud computing is profoundly changing the way of data storage, transfer and process.
User authentication is the first security barrier for cloud computing. However, the security
of traditional biometric-template-based authentication technology has been challenged be-
cause of the information leakage of biometric templates and insufficient user-key strength,
which is limited by the ability of the user to memorize keys. In this paper, we propose a
new bio-key generation algorithm named FVHS, which combines the advantages of both
biometrics authentication and user-key authentication. It directly generates stable and suf-
ficiently strong bio-key sequences from finger vein biometrics. Based on FVHS, a new
framework for cloud computing authentication is presented that provides a more flexible,
convenient, and secure user authentication. The key idea of FVHS is that through combin-
ing machine learning, biometrics, and cryptography technologies, we can mine a special
feature vector from the biometrics space that can be separated and stabilized into a fixed
number sequence in a higher-dimensional space. Both a theoretical analysis and experi-
mental verification show that FVHS can extract stable bio-keys from high quality finger
vein images. FVHS can extract a finger vein bio-key with a Genuine Accept Rate of more
than 99.9%, while the False Accept Rate is less than 0.8% and Equal Error Rate is less than
0.5%. Meanwhile, the security strength can reach 256 bits.

© 2016 Elsevier Inc. All rights reserved.

1. Introduction

In recent years, with the rapid growth in network computing power and vastly improved intelligent data processing
capabilities, data-centric network services have developed rapidly. Cloud computing is one of the most original network
services paradigms, and in this paradigm, there will be a large number of data-centric network applications to serve us such
as data sharing [12], data storage [22,33], big data management [3], and medical information systems [45]. For most network
services, reliable authentication is the starting point. There are many studies on cloud computing access authentication that
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mainly concentrate on the topic of fine-grained access control servers [19,35,37] for different users. However, because of
the limits of human memory, people tend to use only one key to login to all network applications. This behaviour is very
vulnerable to social engineering dictionaries, eavesdropping, spoofing, and other network attacks. In the cloud computing
environment, how to overcome a user’s memory limitations to provide rich, personalized authentication credentials and to
manage their documents is an important research topic.

Biometrics, because of its inherent natural connection with the user’s identity and no need for key memorization, has
been widely studied and used. Biometrics technology has been rapidly adopted in a wide variety of security applications
such as electronic and physical access control, electronic commerce, digital rights management, and background checking
[40]. If biometric technology can be embedded effectively in cloud computing, a more secure and convenient user authenti-
cation scheme can be achieved.

This paper proposes a new cloud security certification scheme by developing a new bio-key generation technology. As
shown in Fig. 1(a), a user generally uses a single key to log on to all network services. Moreover, in order to reduce the
burden on his or her memory, the key is often relatively simple. However, since individual keys are often generated as
regular and simple strings, they are very vulnerable to social engineering attacks. For instance, for large-scale “hit library”
attacks, the hit success rate is near 80% [13,28]. If we can extract stable random sequences that are 256 bits in length
from biological characteristics and maintain biometrics security, social engineering attacks will lose their effectiveness. By
combining the bio-key sequence with the characteristic sequence for a service, a user can be equipped with dedicated keys
for each service. The keys do not need to be remembered and can be updated at any time.

We propose a new bio-key generation algorithm that can extract stable bio-key sequences from finger vein patterns.
Furthermore, its security strength can reach 256 bits. We then propose an embedded bio-key cloud computing service au-
thentication framework, as shown in Fig. 1(b), that can generate a unique key with sufficient strength for each network
service without the need for users to remember it. This framework improves user-key management security and is suitable
for the cloud computing era. The contributions of this paper can be summarized as follows:

« We provide a new bio-key generation scheme that directly extracts stable key sequences with sufficient strength from
biometrics using machine learning techniques. We implement this scheme for finger veins and prove the effectiveness of
the algorithm.

» We design a new cloud computing user-authentication framework. By combining the bio-keys of users and specific char-
acteristics of cloud computing services, the framework provides a unique key with sufficient strength for each cloud
computing service as well as a flexible key update process, reducing users’ key management burden.

The rest of the paper is organized as follows. Section 2 discusses related work, and Section 3 introduces the finger vein
bio-key generation algorithm. In Section 4, we introduce the details of our cloud computing user-authentication framework.
A security analysis of the bio-key generation algorithm and framework is described in Section 5. In Section 6, we present the
experimental results of the new finger vein bio-key generation algorithm. Finally, our conclusions are drawn in Section 7.

2. Related work

Given the increase in cloud computing services, users usually use only one key to login to all services. Traditional sin-
gle sign-on (SSO) schemes [1] employ a Passport and OpenID as the solution. OpenID is a decentralized SSO mechanism
that has been widely adopted by many Internet service providers such as Yahoo and Google [38]. The OpenID solution can
solve the user authentication management problem, but it cannot solve the problem that a user single key is vulnerable to
social engineering attacks. Recently, research on access authentication of cloud computing have mainly concentrated on fine-
grained access control [26,49], secure data sharing [18,20,25], privacy protection [25,38], and cloud search services [7,46].
Zhou et al. [49] proposed a patient self-controllable multi-level privacy-preserving cooperative authentication scheme, which
implements three levels of security and preserves privacy in the distributed healthcare cloud computing systems. Joseph
et al. [26] introduced a new fine-grained two-factor authentication scheme for web-based cloud computing services. They
presented a mechanism of two-factor authentication using a user key and a lightweight security device. Li et al. [18,20] dis-
cussed cloud deduplication and the outsourced revocation problem. They used a convergent key to provide data confiden-
tiality during deduplication. Using a convergence key, they attempted to formally address the problem of authorized data
deduplication and proposed a secure hybrid cloud architecture that can solve the problem of deduplication with differential
privileges. Liu et al. [25] also proposed a shared authority scheme based on the privacy-preserving authentication protocol
(SAPA, Shared Authority based Privacy-preserving Authentication protocol), which enhances a user’s shared access security
in private using an anonymous access mechanism. Overall, these studies are mostly concerned with server access control
and few consider the convenience and safety of user keys. Nevertheless, user key security is the foundation of cloud service
security. Fu et al. [7] studied searchable encryption over outsourced data, and introduced a scheme for a personalized multi-
keyword ranked search over encrypted data while preserving privacy in cloud computing. Xia et al. [46] presented a secure
multi-keyword ranked search scheme over encrypted cloud data, which simultaneously supports dynamic update operations
like the deletion and insertion of documents.

Recently, biometrics has been well-studied [6,8,10,31]. There are three main kinds of bio-key schemes: Fuzzy Vault, Fuzzy
Commitment, and dynamic bio-key generation.
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