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Abstract—The storage and computing capacity limitations of a 
mobile terminal pare down the file sharing ability between mobile 
terminals and public clouds. Moreover, the security of public clouds 
increases perceived risks. Private clouds represent a very effective 
platform and can be regarded as a trusted third party for improving 
the level of security when a user uses a file from public clouds. Thus, 
we propose a new scheme called FREDP (File Remotely keyed 
Encryption and Data Protection). This scheme involves three-party 
interaction among a mobile terminal, private clouds and public 
clouds. The private clouds share the ciphertext file to the public 
clouds until the mobile terminal and the trusted third party, the 
private clouds, finish the encryption of the plaintext file using a 
remotely keyed encryption algorithm. To ensure security when a 
mobile terminal uses data, the private clouds as the third party 
regularly verify the integrity of the data in the public clouds. Finally, 
the mobile terminal and private clouds decrypt the ciphertext file to 
allow the user of the mobile terminal to use the data. In addition, we 
analyze the security of FREDP using BAN. The FREDP satisfies the 
security standard. In addition, we conduct an experiment to measure 
the scheme’s performance. The results show that FREDP achieves 
good performance. 
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1. INTRODUCTION 

With the significant popularity of mobile terminals[1], 
people have begun to prefer to use mobile terminals to access 
and use the Internet over traditional terminals such as personal 
computers[2]. Mobile terminals have many advantages; for 
instance, such terminals are highly portable, fast, and 
interactive. 

Therefore, mobile terminals have become preferred for a 
large number of users, and application prospects are extremely 
broad. However, mobile terminals also have certain 
shortcomings. Of these shortcomings, the most serious is that 
their storage and computing capacities are limited[3]. 
Therefore, they cannot provide a large amount of storage or 
perform complicated calculations; they can only support 
certain lightweight file operations. Thus, mobile terminals 
prefer to export these storage-intensive and computationally 
complex tasks[4]. 

Cloud computing environments represent a good 
platform[5] and have substantial storage and computing 
resources; therefore, these tasks can be transferred to clouds[6]. 

Large files are stored in clouds. We can download files from 
clouds when using mobile terminals; as a result, we effectively 
save substantial amounts of space[7]. We let Private Clouds 
(Prc) perform complicated calculations such as encryption[8]. 
In general, Prc can be built based on a trusted computing 
platform[9]. To ensure security, the private clouds cannot know 
the encryption key, that is, the remotely keyed encryption 
process. In practical applications, we often need to share data 
to the Public Clouds (Puc) for the sake of reducing the pressure 
on local storage and improving the convenience of using data. 
Hence, the public clouds also need to store files. Thus, the 
private clouds share the ciphertext file to the public clouds. 
Before a mobile terminal uses the file from the public clouds, 
the private clouds as a trusted third party[10] verify the data 
integrity to ensure security. Finally, the public clouds send the 
ciphertext file back to the private clouds. The mobile terminal 
and private clouds perform remotely keyed decryption to allow 
the user to use the data. The interaction scenario is shown in 
Figure1. 

Through the above interaction in our proposed scheme, 
FREDP, the storage and computing overhead for the mobile 
terminal can be greatly reduced; we transfer large amounts 
storage and computing tasks to the private clouds. In addition, 
the security of the encryption key can also simultaneously be 
guaranteed for the remotely keyed encryption procedure. No 
parties other than the user can be allowed to know the 
encryption/decryption key and decrypt the file. Therefore, the 
confidentiality of the user’s file can be ensured. The privacy of 
the user is perfectly assured in FREDP. In addition, by sharing 
the encrypted file from the private clouds to the public clouds, 
the sharing rate of the file can be greatly improved. In 
particular, the remotely keyed decryption method between the 
mobile terminal and the private clouds can guarantee the 
security of the decryption key as well as the file’s usage by the 
user. Finally, the encryption/decryption performance under 
FREDP is not reduced. 
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