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a b s t r a c t 

Process plants can be potential targets to terrorist attacks with the aim of triggering domino effects. Compared 

to accidental domino effects where the possibility of having multiple primary events is very remote, man-made 

domino effects are likelier to be initiated from multiple units within the plant in order to increase the knock-on 

likelihood and thus causing maximum damage. In this regard, identification of critical units that - under attack 

- may lead to likelier and severer domino effects is crucial both to assess the vulnerability of process plants and 

subsequently to increase their robustness to such attacks. In the present work, we have applied graph theory and 

dynamic Bayesian network to identify critical units. Further, low-capacity utilization of process plants (e.g., by 

keeping some of the storage tanks empty) has been demonstrated as an effective strategy in the case of imminent 

terrorist attacks. As such, the robustness of the plant against intentional attacks can temporarily be increased 

while considering the cost incurred because of such a low-capacity utilization. 

1. Introduction 

Industrial plants and facilities have frequently been the targets of 
intentional attacks such as terrorist attacks, sabotage, and vandalism 

[1] . Fig. 1 depicts the number of attacks to industrial facilities among 
which are power towers and transformers in Thailand and The Philip- 
pines, power plants and gas compression facilities in Iraq, oil facilities 
in Libya, oil and gas pipelines in Yemen, Nigeria, Turkey, Pakistan, and 
Colombia, as well as oil wells in Iraq [1] . 

Intentional attacks, especially those launched by terrorists, are usu- 
ally aimed at causing maximum damage in terms of, among others, loss 
of lives and assets. As such, it seems reasonable to expect an “intelli- 
gent attacker ” to aim for triggering domino effects in process facilities. 
In the chemical and process industries, the term “domino effect ” is re- 
ferred to a chain of fires and/or explosions triggered by a primary fire 
or explosion at a process vessel [2] . The escalation of primary fire(s) 
or explosion(s) (primary events) to secondary fires or explosions (sec- 
ondary events) occurs by means of heat radiation, fire impingement, 
fire engulfment, blast wave, or projectile fragments, which are known 
as escalation vectors. Although rare, domino effects have contributed to 
a number of catastrophic accidents such as for instance explosions at a 
liquefied petroleum gas facility in Mexico in 1984 [3] , fires and explo- 
sions at an oil storage terminal in the UK in 2005 [4] , and tank farm 

explosions and fires in Puerto Rico in 2009 [5] . 
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In the case of intentional attacks with improvised explosive devices 
(IEDs) such as pipe bombs and car bombs, the blast wave of detona- 
tion can severely damage process vessels and result in major release of 
flammable chemicals, which in contact with the heat of detonation, are 
very likely to ignite and lead to domino effects. Compared to accidental 
domino effects where the possibility of having multiple primary events 
is very remote, in intentional domino effects, it is likelier that multi- 
ple vessels are simultaneously attacked in order to increase (from the 
attacker’s viewpoint) the possibility and severity of potential domino 
effects. The relatively recent attack to a French chemical plant in July 
2015 [6] is an example of such multi-target attacks in which two chem- 
ical storage tanks, nearly 500 m away from each other, were attacked 
with IEDs, leading to tank fires. 1 

Due to the catastrophic consequences of domino effects, many re- 
searches have been devoted to their modeling and risk assessment in 
chemical and process facilities [7–14] . A multitude of previous work has 
been devoted to accidental domino effects whereas only a few works has 
been dedicated to intentional domino effects [15–18] . Comparing inten- 
tional and accidental domino effects, aside from the higher likelihood of 
multiple primary events in intentional domino effects, the likelihood of 
targeting the most critical vessels in the former is much higher than the 
latter. This is because, if the attacker is considered a rational decision 
maker [19] , he would plan to maximize the expected utility of his attack 

1 Remainings of some IEDs were also found near a third storage tank though 

it did not cause any damage. 
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Fig. 1. Number of attacks to utilities (1970–2016) [1] . 

[20] via attacking the vessels with the highest possibility of triggering 
domino effects and thus inflicting maximum damage to the plant. 

The axioms required for a presumably “rational decision maker ”
might be violated by a real decision maker [20] . Nevertheless, the as- 
sumption of a “rational attacker ” who wishes to maximize the expected 
outcome of his attack would seem to result in conservative preventing 
and mitigating strategies by defenders since the most severe damage 
would be anticipated. 

Khakzad and Reniers [21] demonstrated that modeling potential 
domino effects in a process plant as a directed graph, graph central- 
ity metrics such as closeness and betweenness can be used to identify 
process vessels with the largest contribution to domino effects. Using 
a similar approach, Khakzad et al. [22] combined graph metrics with 
multi-criteria decision analysis so as to find an optimal fire protection 
of process plants against domino scenarios. 

In the present study, we aim to develop a methodology based on 
graph theory and Bayesian network to assess and reduce the vulnerabil- 
ity of process plants in face of targeted domino effects. The developed 
methodology is shown to be effective in temporarily increasing the ro- 
bustness 2 of existing process plants against intentional attacks (which 
are aimed at triggering severe domino effects) particularly without mak- 
ing macro-layout changes to the plant. In Section 2 , the fundamentals of 
graph theory, Bayesian network, and multi-criteria decision making are 
briefly recapitulated. In Section 3 , a demonstrative example is used to 
develop the methodology based on graph theory, followed by its valida- 
tion using dynamic Bayesian network. Application of the methodology 
to a case study and the results are in Section 4 . The conclusions are 
drawn in Section 5 . 

2. Background 

2.1. Graph theory 

Domino effects in a process plant can be modeled as a directed graph 
𝐺 = { 𝑉 , 𝐸 } where the process vessels are considered as the vertices of 
the graph, 𝑉 = { 𝑣 1 , 𝑣 2 , … , 𝑣 𝑛 } , and the escalation vectors among the ves- 
sels as the edges of the graph, 𝐸 = { 𝑒 12 , 𝑒 13 , … , 𝑒 𝑖𝑗 } [21] . For instance, 
if vessel v 1 is on fire, the heat radiation that v 2 receives from v 1 is in- 
dicated as e 12 . In a weighted graph, a set of numerical values can be 
assigned to either the vertices or the edges of the graph. A weighted 
graph can be presented as 𝐺 = { 𝑉 , 𝑊 𝑣 , 𝐸, 𝑊 𝑒 } in which W v and W e are 
weight vectors allocated to the vertices and the edges, respectively. 

In a directed graph, a path from v i to v j is a sequence of edges start- 
ing from the former to the latter when each intermediate vertex can be 
traversed only once. Similarly, the geodesic distance between the ver- 

2 In the present study, we use “robustness ” as an antonym of “vulnerability ”. 

Fig. 2. (a) Bayesian network. (b) Influence diagram. 

tices, denoted by 𝑑 𝑖𝑗 = 𝑑( 𝑣 𝑖 , 𝑣 𝑗 ) , is the length of the shortest path from 

v i to v j . 
Based on the concept of geodesic distance, a number of graph metrics 

can be used to describe the characteristics of either the nodes of a graph 
or the graph itself. Among such metrics, closeness centrality scores are 
very popular. The out-closeness of v i , C out ( v i ), can be defined as the num- 
ber of steps needed to reach every other node of the graph from v i ; the 
in-closeness C in ( v i ), on the other hand, is the number of steps needed to 
reach v i from every other node of the graph [23] : 

𝐶 𝑜𝑢𝑡 

(
𝑣 𝑖 
)
= 

1 ∑
𝑗 𝑑 𝑖𝑗 

(1) 

𝐶 𝑖𝑛 

(
𝑣 𝑖 
)
= 

1 ∑
𝑗 𝑑 𝑗𝑖 

(2) 

Based on the centrality scores of a graph’s nodes given in Eqs. (1) and 
(2) , the closeness scores of the graph can be measured. As such, the out- 
closeness of the graph can be calculated as: 

𝐶 𝑜𝑢𝑡 ( 𝐺 ) = 

∑𝑛 

𝑖 =1 𝐶 𝑜𝑢𝑡 

(
𝑣 𝑖 
)

𝑛 
(3) 

2.2. Bayesian network and influence diagram 

Bayesian network (BN) is a graphical tool for reasoning under un- 
certainty [24,25] . In a BN, the joint probability distribution of a set of 
random variables is represented in terms of conditional probabilities. 
In a BN ( Fig. 2 (a)), random variables are represented by nodes (in the 
form of an ellipse) while the direct dependencies among the nodes are 
represented by directed arcs. Satisfying the Markov condition – which 
states that a node (e.g., X 4 ) is independent of its non-descendants (i.e., 
X 1 and X 3 ) given its parents (i.e., X 2 ) – a BN factorizes the joint probabil- 
ity distribution of its nodes as the product of the conditional probability 
distributions of the variables given their parents: 

𝑃 
(
𝑋 1 , 𝑋 2 , … , 𝑋 𝑛 

)
= 

𝑛 ∏
𝑖 =1 

𝑃 ( 𝑋 𝑖 |𝑃 𝑎 (𝑋 𝑖 

)
) (4) 

where Pa ( X i ) is the parent set of the variable X i . Considering the BN in 
Fig. 2 (a), P ( X 1 , X 2 , X 3 , X 4 ) = P ( X 1 ) P ( X 2 | X 1 ) P ( X 3 | X 1 , X 2 ) P ( X 4 | X 2 ). 

A BN can be extended to an influence diagram ( Fig. 2 (b)) using two 
additional types of nodes, decision node D and utility node U [25] in or- 
der for decision making. Decision and utility nodes are conventionally 
displayed as rectangles and diamonds, respectively. A decision node in- 
corporates a number of decision policies. A decision node should be 
assigned as the parent of nodes the probability distributions of which 
depend on decision policies (e.g., the arc from the decision node D to 
X 2 ). Likewise, the decision node should be the child of nodes the states 
of which have to be known to the decision maker before making deci- 
sion (e.g., the dashed arc from X 1 to the decision node D ). The utility 
node U incorporates utility values (positive or negative) to represent the 
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