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available in different formats that are sensitive in nature with respect to writing styles
and arrangement of diacritics. However, research done in the area aimed at identifying the
necessary techniques suitable for preserving content integrity of sensitive digital online
content is limited. So, it is a challenge to determine the techniques most suitable for dif-

Ié?;‘i?ergse'nsmve content ferent formats such as image or binary. Hence, preserving and verifying sensitive content
Quran constitutes an emerging problem and calls for timely solutions. The digital Holy Qur'an in
Integrity Arabic, constitutes, one case of such sensitive content. Due to the different characteristics
Watermarking of the Arabic letters like diacritics (punctuation symbols), kashidas (extended letters) and
Cryptography other symbols, it is very easy to alter the original meaning of the text by simply chang-
Steganography

ing the arrangement of diacritics. This article surveys the different approaches that are
presently employed in the process of preserving and verifying the content integrity of sen-
sitive online content. We present the state-of-the-art in content integrity verification and
address the existing challenges in preserving the integrity of sensitive texts using the Dig-
ital Qur'an as a case study. The proposed taxonomy provides an effective classification and
analysis of existing related schemes and their limitations. The paper discusses the recom-
mendations of the expected efficiency of such approaches when applied for use in digital
content integrity. Some of the main findings suggest unified approaches of watermarking
and string matching approaches can be used to preserve content integrity of any sensitive
digital content.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

The field of analyzing sensitive online content is quite new and growing and requires significant research efforts in terms
of identifying different methods that are suitable for checking and analyzing the performance of different methods suitable
for different formats like text and image, and so on. Content integrity refers to the process of managing and assuring the
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Fig. 1. Trend of increasing number of internet users per year.

accurateness and correctness of the content being transferred or being made available to end users. In order to protect
sensitive information, one of the services of confidentiality, integrity and availability has to be deployed. There has been a
massive increase in the use of digital content since the past few years, and issues of copyright violation, authenticity and
integrity of digital content and data vulnerability then since dramatically increased (Chamlawi & Khan, 2010 ; Pan, Huang,
& Jain, 2004). According to internet statistics, the number of internet users has increased fivefold as shown in Fig. 1.

With this trend in the steady increase of internet users, the publication of digital content online has also increased.
There is a large amount of content available online in different formats like image format, text format, audio format and
video format that requires adequate content integrity checking (Lai & Chang, 2011).

Online Digital Qur'an constitutes one type of such content that is most sensitive to tampering and is also available in
different formats. The sensitivity lies in the fact that one single change of a symbol changes the meaning of a complete
sentence. Different methods have been used to protect and verify the integrity of the Qur'anic content available online.
The two most widely used methods include steganography and watermarking (Chang & Lin, 2006 ; Kee, Johnson, & Farid,
2011 ; Khare, Shivakumara, & Raveendran, 2014). However, there exist other approaches like cryptography, hashing and other
sub-methods as well. The lack of proper classification in regard to these different approaches to verifying, authenticating
and protecting the digital content has created a certain amount of confusion regarding the applicability of these different
approaches.

There are 28 characters in the Arabic alphabet written from right to left. Arabic words can be connected such as ~0s&Gse’
or a single word like »'Jc. Given the connections between different letters and pointed letters, it is very easy to tamper
with words and change the meaning of a whole sentence (Mansour, Haraty, Daher, & Houri, 2008). Based on this fact, a
review of different approaches used to protect and verify the integrity of the Digital Qur'an is presented. Future directions
and challenges in the area of protecting and verifying content integrity of the Digital Qur'an are also discussed. A better
understanding of the protection and verification processes of the integrity of sensitive online Qur’anic content can assist in
identifying better and more efficient approaches. Herein lies the significance of this survey. To the best of our knowledge,
this work is the first attempt to showcase all possible content integrity approaches together with their classifications based
on their formats, methods and attacks.

Thus, briefly summarizing the contributions of this article, the objectives of this article are:

1. To present different approaches used to verify the integrity of sensitive Arabic language content available in text and
image formats.

2. To propose new taxonomies based on objective 1, and to help researchers in identifying relevant techniques with respect
to verifying the integrity of sensitive content.

3. To help researchers in unifying all converging trends found in the literature of content integrity into one standard ap-
proach.

4. To survey the existing methods to verify the integrity of one of the most sensitive Arabic content, namely the Digital
Qur’an.

5. To present research challenges and offer recommendations for future research in the field of content integrity verification.

The organization of this paper is as follows: Section 2 describes the different types of online content available and pro-
poses a classification based on the format of sensitive online content. In Section 3, a summary of different techniques that
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