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Abstract

In the literature, many three-party authenticated key exchange (3PAKE) protocols are put forwarded to established
a secure session key between two users with the help of trusted server. The computed session key will ensure se-
cure message exchange between the users over any insecure communication networks. In this paper, we identified
some deficiencies in Tan’s 3PAKE protocol and then devised an improved 3PAKE protocol without symmetric key
en/decryption technique for mobile-commerce environments. The proposed scheme is based on the elliptic curve
cryptography and one-way cryptographic hash function. In order to proof security validation of the proposed 3PAKE
scheme, we have primarily used widely accepted AVISPA software whose results confirm that the same scheme is
secure against active and passive attacks including replay and man-in-the-middle attacks. The proposed scheme is
not only secure in the AVISPA software, but it also secure against relevant numerous security attacks such as man-
in-the-middle attack, impersonation attack, parallel attack, key-compromise impersonation attack, etc. In addition,
our protocol is designed with low computation cost than other relevant protocols. Therefore, the proposed protocol is
more efficient and suitable for practical use than other protocols in mobile-commerce environments.

Keywords: Elliptic curve cryptography, authenticated key exchange protocol, man-in-the-middle attack,
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1. Introduction

The authentication of the communicating clients and the confidentiality of the transmitted message are the primary
objectives of network security, when the communication media is a public network. Thus, to achieve these two
security goals simultaneously, many 3PAKE protocols have been introduced. 3PAKE protocol allows two clients
to authenticate each other with the assistance of a trusted server and then computes a secret session key via any
public network. The session key can subsequently be used to establish a secure channel between the clients. 3PAKE
protocol is divided into following categories: password-based 3PAKE [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11] and 3PAKE
protocol using server’s public key [12, 13, 14, 15]. In password-based 3PAKE protocol, two clients share an easy-
memorable password with the trusted serve and then generate the session key securely between them with the help
of the server. However, most of these protocols are susceptible to undetectable off-line password guessing attack
[1, 2], on-line password guessing attack [6, 7, 8, 16, 17], impersonation attack [18], unknown key-share attack [17,
19], etc. In addition, the computation cost and communication load of these protocols are heavy because they have
employed the modular exponentiation [2, 3, 4, 6, 8], public/symmetric key encryption/decryption [1, 2, 4, 7, 8] and
the transmitted message size is large in each round [1, 3, 4, 8]. Due to the limitations of bandwidth, computation
ability and storage space of the low-power mobile devices, the above mentioned protocols are not suitable for mobile-
commerce environments. Another type of 3PAKE protocol used the server’s public key and public/symmetric key
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