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Abstract

Information Centric Networking (ICN) leverages in-network caching to pro-
vide efficient data distribution and better performance by replicating contents
in multiple nodes to bring content nearer the users., Since contents are stored
and replicated into node caches, the content validity must be assured end-to-
end. Each content object carries a digital signature.to provide a proof of its
integrity, authenticity, and provenance. However, the use of digital signatures
requires a key management infrastructure tosmanage the key life cycle. To per-
form a proper signature verification, & node/needs to know whether the signing
key is valid or it has been revoked. This paper discusses how to retrieve up-to-
date signing keys in the ICN seénarioy In"the usual public key infrastructure,
the Certificate Revocation Lists (GRL) or the Online Certificate Status Proto-
col (OCSP) enable applications to obfain the revocation status of a certificate.
However, the push-based. distribution of Certificate Revocation Lists and the
request /response paradigmyof Online Certificate Status Protocol should be fit
in the mechanism of named-data. We consider three possible approaches to dis-
tribute up-to-daté keysin a’similar way to the current CRL and OCSP. Then, we
suggest a fourth protocol leveraging a set of distributed notaries, which naturally
fits the ICIN“seenario- Finally, we evaluate the number and size of exchanged
messages”of.each solution, and then we compare the methods considering the
perceived, latency by the end nodes and the throughput on the network links.

Keywords: Anformation Centric Networking, Named Data Networking, Digital
Signature; Public Key Updating, Key Revocation, CRL, OCSP;

* A preliminary version of this paper appears in G. Mauri, and G. Verticale, ” Distributing
Key Revocation Status in Named Data Networking”, in 19th EUNICE Workshop on Advances
in Communication Networking, Aug. 2013.

Email addresses: giulia.mauri@polimi.it (Giulia Mauri),
giacomo.verticale@polimi.it (Giacomo Verticale)

Preprint submitted to Computer Networks November 1, 2016



ISIf)rticles el Y 20 6La5 s 3l OISl ¥
Olpl (pawasd DYl gz 5o Ve 00 Az 5 ddes 36kl Ol ¥/
auass daz 3 Gl Gy V

Wi Ol3a 9 £aoge o I rals 9oy T 55 g OISl V/

s ,a Jol domieo ¥ O, 55l 0lsel v/

ol guae sla oLl Al b ,mml csls p oKl V7

N s ls 5l e i (560 sglils V7

Sl 5,:K8) Kiadigh o Sl (5300 0,00 b 25 ol Sleiiy ¥/


https://isiarticles.com/article/159344

