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a b s t r a c t 

The Heterogeneous Ad Hoc Networks (HANETs) are important components of the Internet of things, 

which become an inevitable trend in the future researches and applications. In recent years, the ad hoc 

networks have been widely employed in many fields, especially in environment monitoring, weapon con- 

trol, intelligent transportation, smart city and other domains. HANETs consist of wireless sensor networks, 

smart ad hoc networks, wireless fidelity networks, telecommunication networks, vehicular ad hoc net- 

works, etc. The digital information and physical objects are integrated through appropriate communica- 

tion methods, thus new applications and services are created. Different applications use the independent 

network structures, which form a heterogeneous network platform and increase operational complex- 

ity of communication between each other. This paper presents a typical architecture of the large-scale 

HANETs, and investigates research advances of the current key technologies. To address existing issues, 

we suggest some potential solutions to deal with the current challenges, such as self-organization, big 

data transmission, privacy protection, data fusion and processing for large-scale HANETs. 

© 2016 Elsevier B.V. All rights reserved. 

1. Introduction 

Ad hoc network is a distributed, temporary network system [1] . 

It is formed by the dynamic link of nodes and does not rely on 

the existing network infrastructures [2] , such as router, gateway, 

regular power supply, etc. Ad hoc network is a kind of peer to peer 

networks and each node has functions of data collecting, storage, 

processing and forwarding [3] . It is the cost-effective solution for 

the short-range communication in some particular scenarios, such 

as battlefield [4] , disaster rescue [5] , environment sensing [6] , etc. 

In order to improve the Quality of Service (QoS) among different 

heterogeneous network units, HANETs become the research focus 

in recent years [7] . 

HANETs usually consist of wireless sensor networks (WSNs), 

smart ad hoc networks, wireless fidelity networks, telecommuni- 

cation networks [8] , vehicular ad hoc networks (VANETs), etc. The 

heterogeneous network units are accessible and interconnected 

through the gateway nodes. WSNs comprise a large number of 

specialized sensor nodes, which can dynamically set up a self- 

organizing communication network. Users can access to the sens- 
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ing data that contains valuable and trust information collected by 

sensor nodes [9] . Smart ad hoc networks are widespreadly applied 

among different devices for temporary communication. 

With the development of the Internet of things, heterogeneous 

wireless sensor networks have been rapidly growing [10] . There are 

two kinds of nodes in heterogenous wireless sensor networks, reg- 

ular nodes and super nodes. They have equal opportunity to access 

to the network, but have different functions. The regular nodes are 

responsible for monitoring the surrounding environment, sending 

and forwarding the sensing data to the super nodes. Super nodes 

mainly collect the data from regular nodes and connect the other 

types of networks by gateway nodes [11,12] . The sensing data can 

be sent to the cloud-based data center which processes the data 

and manage the network. 

In most scenarios without the fixed communication infrastruc- 

tures, the smart terminals need to communicate with each other 

temporarily [13] . Bluetooth is the best solution to address the 

short-range wireless communication. Bluetooth plays a vital role 

in smart ad hoc networks and has wide applications, such as au- 

tomobile, computer peripherals, smart home, etc. Nodes can join 

and leave the Bluetooth network at any time, which will not in- 

fluence the network performance [14] . Bluetooth nodes can access 

to Internet through the cellular network. Moreover, Bluetooth is 
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also a communication technology for detecting human behaviors. 

Cavero et al. [15] adopted Bluetooth to capture proximity traces 

among people, which aimed at researching human social relation- 

ships by physical behaviors. In order to solve the energy consump- 

tion problems, researchers have proposed some solutions for Blue- 

tooth networks [16,17] . With the increment of wearable devices 

and wireless communication capabilities, Bluetooth has become an 

important part of modern life. In wireless fidelity networks, each 

node can communicate with each other and has high quality com- 

munication performance [18–22] . In VANETs, every mobile vehicle 

can capture the current traffic status [23–25] . VANETs and wire- 

less fidelity networks can connect to the cloud-based data center 

by gateway nodes and routers. 

As a kind of distributed networks, HANETs are autonomous, 

multi-hop heterogeneous networks. With nodes joining and leav- 

ing, the network topology changes at any moment, thus the self- 

organizing protocols are essential to ensure the network connec- 

tivity [26–29] . Different self-organization architectures are applied 

in different ad hoc networks, for example, the self-organization for 

gaming devices [30] . In some emergency situations and harsh envi- 

ronment, we need to construct temporary ad hoc networks to col- 

lect the sensing data [31] . Self-organizing protocols make the ad 

hoc networks have strong robustness. Furthermore, in large-scale 

ad hoc networks, the lowest energy consumption can prolong the 

network lifetime [32] . In order to reduce node’s energy consump- 

tion, researchers focus on energy-aware link protocol to decrease 

the end-to-end delay [33,34] . Energy saving in HANETs is a crit- 

ical topic [35–37] . In order to achieve energy saving, some rout- 

ing protocols and network frameworks are proposed [38–43] . With 

HANETs scale increasing, more and more private information will 

be transferred among networks. Due to ad hoc networks have great 

mobility, they are easy to be attacked [44] . The security mecha- 

nisms and privacy protection are becoming important in applica- 

tions of ad hoc networks. User authentication is the main privacy 

protection strategy, the intrusion detection is taken as the second 

defense method [45] . Communication security protocols can guar- 

antee that the data transmission is secure, which defends most 

malicious attacks [46] . User authentication and key management 

are the effective ways that user can obtain the correct data [47–

50] . 

Researchers have put forward higher requirements in order to 

make HANETs develop better. To meet the demand, researchers 

and developers devote themselves to solve the key issues in recent 

years. For example, in large-scale ad hoc networks, we need smart 

self-organizing and data collecting protocols so that the network 

can adapt to particular situations. Furthermore, efficient data fu- 

sion schemes are essential to deal with the various heterogeneous 

data in HANETs. In order to support HANETs, efficient hardware de- 

signing for smart ad hoc nodes is the essential requirement, which 

will promote the development of HANETs. 

In this survey, we investigate the architecture of HANETs, the 

current research advance and future challenges for HANETs. Specif- 

ically, in Section 2 , we discuss the typical architecture of HANETs. 

We analyze the research advance, related fields of key technolo- 

gies, and researchers’ potential contributions to the development 

of HANETs in Section 3 . The challenges of ad hoc networks in the 

future are focused in Section 4 . Finally, we summarize the survey 

in Section 5 . 

2. Architecture of heterogeneous ad hoc networks 

The requirements of future mobile devices are various, which 

promotes the integration of the advantages in heterogeneous net- 

work units. HANETs mainly include WSNs, VANETs, wireless fi- 

delity networks, smart ad hoc networks (i.e. Bluetooth, Infrared, 

etc) and cellular network as shown in Fig. 1 . Bluetooth is an im- 

Fig. 1. Architecture of HANETs. 

portant short-range wireless communication protocol, and plays a 

vital role for exchanging data among smart mobile devices. Smart 

mobile terminals can utilize the cellular networks (such as 3G, 4G, 

LTE or 5G) to access to the cloud-based data center. In intelligent 

transportation system, VANETs are widely applied. Managers can 

monitor the status of vehicles and driving behaviors. We introduce 

these architectures in detail as follows. 

2.1. Ad hoc sensor networks 

Ad hoc sensor networks consist of regular nodes and resource- 

rich super nodes [10] . They have equal opportunity to access to 

the network, but have different functions. The regular nodes are 

responsible for monitoring the surrounding environment, sending 

and forwarding the sensing data to the super nodes. Super nodes 

mainly connect other types of networks through gateway and for- 

ward the fusion data toward its destination [11,12] . Due to environ- 

ment impact and energy consumption, the sensor nodes are prone 

to failure which cause network topology changes easily [51] . Ad 

hoc sensor networks can adjust unnecessary wireless communica- 

tion link through power control and super nodes selection mech- 

anisms to obtain an efficient data forwarding network topology, 

such as heuristic algorithm DPSO [52] , GRASP mechanism [53] , 

WCM protocol [54] based on cognitive learning, LARP protocol 

[55] in underwater sensor networks. 

Compared with traditional WSNs [6,56] , ad hoc sensor networks 

allow a remote user to securely negotiate a session key with a reg- 

ular sensor node, using a lightweight key agreement protocol [9] . 

The scheme can be applied to the resource-constrained architec- 

ture of ad hoc sensor networks, since it only uses simple hash and 

XOR computations. Due to the nodes’ transmission capabilities are 

different and system resource is limited in ad hoc sensor network, 

the low-cost localization algorithm can accurately locate the sen- 

sor nodes without any additional cost [57,58] . Small world model 

has been proven to be a feasible way to optimize the robustness 

of ad hoc sensor networks and can withstand a certain amount of 

node failures [59] . Therefore, it is important to study topology ro- 

bustness for ad hoc sensor networks. 

2.2. Smart ad hoc communication networks 

Smart ad hoc communication networks include Bluetooth, In- 

frared and other personal networks. With the increasing of intel- 

ligent terminal devices, the temporary communication network is 
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