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1. Introduction 

It is interesting to find out the nodes, which shows the least appearance in a given network. A network is 
nothing but a collection of nodes joined together by edges [1]. Many real-life applications consist of network type 
structure where individuals act as nodes and relationship among them serves as edges. Finding individuals, which 
holds suspicious behavior or have the least appearance of the network is an exciting task and called as anomaly 
detection. For example, detecting networks intrusion or network failure [2], credit card fraud [3], 
telecommunications fraud [4] and so on. 

To all networks, there is an assumption that only one type of interaction exists between any two nodes. 
Sometimes this assumption may ignore the multiple interactions or relationship among entities of the network, 
which doesn’t lead to refined results. A system formed by various interactions among entities is called a multiplex 
network [5, 6]. A multiplex network contains multiple layers; in which each segment represents one type of 
communication among entities. For example: in social networks, similar entities interact with others via Facebook, 
Twitter, LinkedIn and so on. Existing graph theory concepts cannot be directly applied to such networks, as there 
exist cross-layer interaction between entities. In Fig. 1, we show a sample multiplex network with two layers, where 
two type of communication between nodes exist. 

 

Fig. 1. A Sample multiplex network with two-layerarchitecture. 

The combined concepts of data mining and graph theory are widely used to study the various features of 
the network. For example, using anomaly detection methods, one can find the suspicious nodes in the network. 
Anomaly detection is a branch of data mining, which is concerned with discovering rare occurrences in datasets [7]. 
In general, data objects are inter-related, and one can easily map this into graphs or networks. The multiple paths 
lying among two data object may efficiently capture the long-range relationship and helps to spot the suspicious 
object in the network. 

There are various methods defined for anomaly detection in networks such as distance-based anomaly 
detection [8], density based anomaly detection [9], distribution-based anomaly detection [10], clustering-based 
anomaly detection [11] and so on.  Depending on the application, one can apply the anomaly detection method to 
find out the outlier nodes. For example, Clustering based method first find out the cluster in the network and then 
find out the nodes, which have least interaction. 

In this paper, we propose a methodology for anomaly detection in the multiplex network. Here, we used the 
famous Gaussian model [12] along with other defined features of a multiplex network to detect anomalous nodes in 
the network. The formulation for Gaussian model for the simple network is as follow: 

���� �� ��� � �1 √����� �������
�

���                               (1) 

Here, � � ���� ��� � � � ����is the training set, � is the mean and ��  is the variance. In figure 2, we present a 
sample network, in which nodes inside the red circle are the anomalous nodes of the network. 
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