
Accepted Manuscript

Privacy-Preserving Anomaly Detection in Cloud with a lightweight Homomorphic
Approach

Abdulatif Alabdulatif, Heshan Kumarage, Ibrahim Khalil, Xun Yi

PII: S0022-0000(17)30028-4
DOI: http://dx.doi.org/10.1016/j.jcss.2017.03.001
Reference: YJCSS 3067

To appear in: Journal of Computer and System Sciences

Received date: 21 December 2015
Revised date: 14 September 2016
Accepted date: 1 March 2017

Please cite this article in press as: A. Alabdulatif et al., Privacy-Preserving Anomaly Detection in Cloud with a lightweight Homomorphic
Approach, J. Comput. Syst. Sci. (2017), http://dx.doi.org/10.1016/j.jcss.2017.03.001

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to our customers we are providing
this early version of the manuscript. The manuscript will undergo copyediting, typesetting, and review of the resulting proof before it is
published in its final form. Please note that during the production process errors may be discovered which could affect the content, and all
legal disclaimers that apply to the journal pertain.

http://dx.doi.org/10.1016/j.jcss.2017.03.001


Highlights

• Cloud based models for anomaly detection poses critical challenges to data privacy.
• A cloud based privacy preserving anomaly detection model is proposed.
• The framework relies on lightweight homomorphic encryption to preserve data privacy.
• Data clustering based anomaly detection performed in a scalable manner on ciphertext.
• High detection accuracy is achieved with less complexity compared to other methods.
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