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Abstract—Anomaly-based Intrusion Detection is a key research topic in network
security due to its ability to face unknown attacks and new security threats. For this reason,
many works on the topic have been proposed in the last decade. Nonetheless, an ultimate
solution, able to provide a high detection rate with an acceptable false alarm rate, has still
to be identified.

In this paper we propose a novel intrusion detection system that performs anomaly
detection by studying the variation in the entropy associated to the network traffic. To this
aim, the traffic is first aggregated by means of random data structures (namely
three-dimension reversible sketches) and then the entropy of different traffic descriptors is
computed by using several definitions.

The experimental results obtained over the MAWILab dataset validate the system
and demonstrate the effectiveness of our proposal for a proper set of entropy definitions.

Index Terms—Anomaly Detection, Information Theory, Shannon Entropy, Tsallis
Entropy, Rényi Entropy, Kullback-Leibler Divergence, Jensen-Shannon Divergence,
MAW!ILab
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