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ABSTRACT

In this paper, we apply an advanced safeguards approach and associated methods for process monitoring
to a hypothetical nuclear material processing system. The assessment regarding the state of the process-
ing facility is conducted at a system-centric level formulated in a hybrid framework. This utilizes archi-
tecture for integrating both time- and event-driven data and analysis for decision making. While the
time-driven layers of the proposed architecture encompass more traditional process monitoring methods
based on time series data and analysis, the event-driven layers encompass operation monitoring methods
based on discrete event data and analysis. By integrating process- and operation-related information and
methodologies within a unified framework, the task of anomaly detection is greatly improved. This is
because decision-making can benefit from not only known time-series relationships among measured
signals but also from known event sequence relationships among generated events. This available knowl-
edge at both time series and discrete event layers can then be effectively used to synthesize observation
solutions that optimally balance sensor and data processing requirements. The application of the pro-
posed approach is then implemented on an illustrative monitored system based on pyroprocessing

and results are discussed.

Published by Elsevier Ltd.

1. Introduction and motivation

It has been widely accepted that process monitoring (PM) of
nuclear facility operations can significantly improve the detectabil-
ity of facility misuse and/or material diversion activities. In order
to monitor and assess the safeguards health of complex nuclear
systems, it is often the interest to promptly detect the occurrence
of abnormal (e.g., undeclared or unauthorized) operations, even
before they may be discovered by utilizing the traditional nuclear
material accountancy (NMA) approach. For example, one may be
interested in how many times a particular material is routed to a
certain workstation. It may also be useful to detect and record
when a given unit operation exhibits abnormal behavior due to
excessively high concentration of a certain chemical compound,
for example, that may be a precursor of a nuclear proliferation-
related activity—material diversion.

Pyroprocessing is an emerging technology that is currently
being developed for potentially closing the back end of the nuclear
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fuel cycle. It features electrochemical separation processes at high
temperatures with molten salt electrolytes. Its compact facility
footprint makes it very appealing, especially for integrated or on-
site reprocessing of used nuclear fuel from a fast reactor. The
Republic of Korea (ROK) is currently researching pyroprocessing
as its leading candidate technology to reduce the volume of its
spent pressurized water reactor fuel and recover U/TRU for future
fabrication of fast reactor fuel. From a policy perspective, the prob-
lem is that ROK is not a nuclear weapons state and has an active
nuclear cooperation agreement with the United States that forbids
pyroprocessing or any other reprocessing technology be applied to
spent nuclear fuel within ROK borders. This is not entirely a stale-
mate situation, however, as there is currently a 10-year Joint Fuel
Cycle Study (JFCS) being carried out by U.S. and ROK in collabora-
tion to evaluate various aspects of the feasibility of using pyropro-
cessing for this purpose. One of the most important issues being
studied is the safeguardability of the process. A positive finding
from this study may pave the path for ROK receiving consent from
the United States to build pyroprocessing facilities and operate
them for treatment of their spent fuel. NMA is viewed as being very
difficult to implement in a pyroprocessing facility because of (1)
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lack of input accountability, (2) high accumulation of fissile mate-
rial in process equipment, and (3) the heterogeneity of the process
materials and products (Simpson et al., 2014). The goal of closing
the plutonium mass balance within a significant quantity (8 kg)
is daunting at even sub-commercial scales. Technology for PM as
a supplemental safeguards tool is being studied both within and
outside of the JFCS. A new term, Signature Based Safeguards
(SBS), has been used in reference to applying PM for detection of
misuse of pyroprocessing systems and perhaps support NMA in a
complementary fashion (Simpson et al., 2014; Lafreniere et al.,
2015). But there have been little specifics for how SBS would be
implemented or how PM would otherwise be used for safeguards.
The scope of this paper includes the introduction of an algorithm
for using PM to detect misuse in a pyroprocessing system. A sim-
plified system has been constructed that includes three key pyro-
processing unit operations—oxide reduction, electrorefining, and
electrowinning. The chemical separations achieved by each unit
operation are included in the model. Several sensors based on
mature technology are included as well. The model generated
time-driven and event-driven dynamics which are analyzed by
the algorithm to detect anomalous process events. The model is
evaluated up against three hypothetical process anomalies with
encouraging results. This paper sets the groundwork for a future
study involving analysis of real operational process data.

2. Methodology/Framework for anomaly detection

The detection and interpretation of special events or anomalies
may be accomplished without much difficulty if sensors for exactly
identifying them are available. However, relying on a single sensor
to provide the required detection sensitivity is difficult, as it may
require costly or unattainable sensor performance. For instance,
measuring the concentration level of certain material in a given
flow stream may not be possible at the required sensitivity level
for facility misuse detection. In these cases, a solution may be to
combine the data collected from a system of sensors to attain the
necessary level of confidence for declaring the potential occurrence
of an event under consideration. This integration of data collected
from multiple sensors may be accomplished in both space and
time. Under space-only data integration, data collected from dis-
tinct distributed sensors are integrated at each time period and
an assessment of the plant condition is determined at that
moment. Under time-only data integration, data generated from
sensors collected at different time periods are integrated to com-
pute the plant state at that moment. Under either case, models
are needed that relate in space, time, or both these distributed
information. Such models may be derived from physical or/and
logical relationships, for example.

While space data integration has received significant attention
for many years, time data integration is a relatively new area of
research and development. This is mainly due to the following fac-
tor. For implementing space data integration, what is mainly
needed is a "correlation” model that indicates how the correlation
(or lack) of two or more sensor data sets supports a given hypoth-
esis. This correlation model may be derived from first principles
knowledge or statistical analysis, for example. Examples of typical
techniques used here include kernel-based regression algorithms,
multivariate statistical methods, principal component analysis,
and neural computing. On the other hand, for implementing time
data integration, a model of the system operations is needed char-
acterizing how events and operations occurred and conducted at
different time periods relate among them. Such operations models
are often formulated as discrete event system (DES) models (e.g.,
finite state machines, Markov models, and stochastic automata),
where the passing of time and change in plant state is due to the

occurrence of "events”. An event may indicate “tank is full,” “con-
centration of given component is high,” or “unusual pattern of
gamma-emitting contaminants in given stream”. The area of DES
theory and application is a relatively recent development, hence
the limited utilization of time data integration. However, as the
more information one uses should lead into lessen requirements
for sensor performance, a hybrid monitoring solution is suggested
in this paper, where not only space but also time data integration is
conducted in order to assert the occurrence of special (e.g., abnor-
mal) events and behaviors. Under a hybrid space-time process
monitoring (PM) approach, not only current but also past
plant behaviors are effectively integrated and used during
decision-making. This information-rich approach for PM and
decision-making demands for the implementation of system-
centric solutions, where systems of sensors, as opposed to single
sensors, are used to assert plant conditions and declare the
occurrence of facility misuse or material diversion.

In view of the above rationale, system-centric observation plat-
forms for PM are here suggested to effectively monitor large facil-
ities despite (often unavoidable) sensor unavailability and
unreliability issues. An architecture for implementing system-
centric integrated observation platforms is illustrated in Fig. 1. In
order to facilitate its implementation, particularly when address-
ing complex systems such as nuclear reprocessing facilities, rigor-
ous algorithms are needed for not only synthesizing but also
optimizing observation platforms. Under the former, it is assumed
that the particular sensor configuration (e.g., set of sensors) is
given and the task is to design optimized data analysis algorithms
(i.e., diagnosers) to meet the required observability performance.
Under the latter, not only optimal sensor configurations but also
their corresponding data analysis algorithms are selected to meet
the required observability performance, under given constraints.

For large throughput nuclear facilities, such as commercial
reprocessing plants, it is difficult to satisfy the IAEA safeguards
accountancy goal for the detection of one significant quantity of
material diversion within the specified time period. Several recent
publications have demonstrated, although via simulations and still
tentative, the safeguards benefit from using PM on nuclear
facilities, as a complementary safeguards measure to NMA
(e.g., Garcia et al., 2013, 2012, 2011, 2010). One main interest
under PM is to detect operational anomalies as the process pro-
gresses rather than detecting them by measuring mass balance
inconsistencies resulting from abnormal activities. Anomalies of
interest for detection may represent undesired plant operations
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Fig. 1. Monitoring architecture.
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