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Abstract

ŽThe purpose of this paper is to introduce EDIRDB EDI controls design support system using a relational database
.system , a prototype audit support system based on a relational database designed to act as a decision aid for EDI auditors.

This paper describes how EDIRDB operates; explicates the manner in which a relational database is utilized to support the
design of EDI controls; suggests relevant risks resulting from the absence of some controls; and suggests test results. The
system recommends effective controls and shows relevant risks in a specific organizational context, suggesting test
procedures for that particular company.

Ž .The EDIRDB database consists of nine tables: 1 four tables from the entities ENVIRONMENTS, CONTROLS, RISKS,
Ž . Žand TESTS, and 2 five tables corresponding to the relations between each of the four entities. An E–R Entity–Relation-

.ship diagram along with a data flow diagram are drawn to show the system’s design. Relevant controls, risks, and test
procedures along with their results can be stored for each individual company. Managers can suggest required controls,

Žrelevant risks, and test procedures from results coming through cross referencing e.g., JOIN, PROJECTION, and SELECT
.commands between the nine base tables. This system improves the efficiency and effectiveness of EDI auditing and may

also be applied to general IS auditing. q 2000 Elsevier Science B.V. All rights reserved.
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1. Introduction

Ž .EDI Electronic Data Interchange refers to an
application of information technology that allows
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trading partners to send, receive, and process elec-
tronic documents from computer to computer. EDI
systems contribute to reducing paperwork as well as
lowering administrative costs and enhancing compet-
itive advantage. It is important to understand a few
critical aspects of EDI in order to obtain significant
benefits from the implementation of the system.

One critical issue is the potential risks presented
w xby the application of EDI technology 20,22 . Orga-

nizations may face serious risks if decisions are
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based on incorrect data, are caused by deliberate
w xcomputer abuse 30 or computing or human error

and omissions, or if processing is disrupted by natu-
ral disasters. Inaccurate data may result in invalid
issuance of production orders or payment bills. The
intentional or unintentional loss of EDI resources
Ž .e.g., hardware and software , in which large amounts
of money are invested, may force organizations to
discontinue operations if those resources cannot be
promptly recovered. The computer systems that store
EDI documents must be kept secure and their in-
tegrity sustained. As EDI transactions are transmitted
through third-party networks, the data may be altered

Ž .or corrupted by VAN Value Added Network staff.
Unauthorized personnel using a VAN may input
erroneous or invalid transactions that could lead to
legal problems and other disputes with trading part-
ners. Both parties, the sender as well as the receiver,
of each transaction must ensure that their partner has
established proper controls to ensure that EDI trans-
mission will be accurate, authorized, and secure.
Errors and omissions must be prevented in order to
save both parties from substantial losses. Records
must be retained for a specified amount of time in
order to correct errors and recover transactions.

The objective of EDI auditing is to ensure that
organizations achieve their goals through the imple-
mentation of EDI. IS auditing refers to the process of
collecting and evaluating evidence in order to deter-
mine that IS is safeguarding assets, maintaining data
integrity, effectively accomplishing organizational
goals, and efficiently consuming resources through

w xuse of various controls 32 . EDI managers must
recognize areas of concern within the EDI system
that should be addressed and reviewed by auditors.
Critical audit issues include the review of contin-
gency planning and procedures for system develop-

w xment 18 . The objectives of EDI auditing can be
achieved only if organizational management estab-
lishes proper controls.

There exist many alternative forms of controls,
with environmental factors affecting the design of
these controls. Organizational factors such as trans-
action volume, complexity, and processing speed
affect the effectiveness of these controls. It is, there-
fore, difficult to establish if–then rules explaining
the choice of controls in certain organizational con-
texts. The first step in the design of EDI controls is a

preliminary review of the organization and its man-
agement practices in order to obtain information
necessary for management to make decisions on the
appropriate level of controls. The benefits of EDI
controls depend on the organizational context
w x4,17,18,23 . Large organizations with sophisticated
IS need more formal controls than do small firms, as
they process large volumes of data at high speed. It
may not be efficient for EDI managers to implement
full controls that require significant resources for
smaller companies. The appropriate levels of con-
trols should be determined according to organi-
zational contingencies. Different organizational en-
vironments require distinct types and levels of
controls.

The benefits of decreased errors due to EDI con-
trol systems are hard to assess. Nevertheless, EDI
auditors should determine which controls are the
most cost effective, and recommend those that are
most needed. They should attempt to weigh the
marginal cost of each control against its marginal
benefits. Thus, EDI managers can allocate IS re-
sources step by step to design and implement con-
trols most effectively.

Subjective and context-sensitive judgments have
been used in the past to evaluate and determine the
required controls. Analogies from the past experi-
ences of EDI auditors are often utilized in designing
controls and assessing risks. However, IS auditors

w xhave difficulty in recalling specific IS controls 33 ;
the interaction among related controls may compli-
cate the design and audit of IS controls. Cognitive
and situational limitations of EDI auditors may also
hinder the effectiveness of this reasoning process.
Since only a small number of cases can be observed
by EDI auditors, their ability to retrieve analogous
cases may be limited. The increasing complexity of
computerized systems raises the need for improved
assistance for evidence collection and evaluation.
The tasks of evaluating and designing EDI controls
as performed by EDI managers or internal auditors
are difficult and unstructured, and so demand the
consideration of various interacting factors.

Auditors have increasingly recognized the com-
plexity of evidence collection and evaluation deci-
sions during the performance of an audit. As the
evaluation of the controls and risks is an unstruc-
tured process, auditor decision-support software is
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