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Abstract: Security is an essential component for mobile ad hoc network (MANET). In order to provide security 
against attacker, researchers are working specifically on the security challenges in MANETs, and many techniques 
are proposed for secure routing protocols within the networks. Our proposed work presents a more efficient solution 
for detecting a black hole attack with less communication cost in the MANET, which is particularly vulnerable 
compared to infrastructure-based networks due to its mobility and shared broadcast nature. As an adversary can 
successfully deploy black hole attack in the network. It can be seen that proposed work is more secure than the 
existing solutions. We also compared its performance to standard AODV routing protocol. The experimental results 
show that the proposed approach is better than standard AODV. 
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1. Introduction 

Mobile ad hoc network is a collection of nodes that do not depend on any infrastructure to maintain the network 
connection. They may act as a source, destination or as a router. It also avoids a single point of failure due to its 
nature of dynamic topology. The routing protocol in a mobile ad hoc network (MANET) can be categorized into 
three categories, namely, table-driven/proactive, on-demand/reactive and hybrid one. They provide various 
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applications that includes, military application, disaster relief, collaborative and distributed computing, wireless 
sensor network (WSN), networks of visitors at airport, health and business. Development of a security protocol in ad 
hoc network is not an easy task due to its unique characteristics of ad hoc wireless network, namely, shared 
broadcast channel, insecure operational environment, lack of central administration, lack of association between 
nodes, limited availability of resource and physical vulnerability. An attacker can easily deploy the security attacks 
due to security breaches in the network [1, 2, 3, 4]. This paper is organized in the following four sections. Section 2 
presents an overview of AODV routing protocol and blackhole attack. In sections 3, we discuss related work in the 
area. In Section 4, we propose the detection scheme for a black hole attack. In Section 5, we describe the 
performance evaluation. Finally, we conclude our proposed work in Section 6. 

2. Background  

2.1 AODV Overview: AODV is an on-demand/reactive routing protocol. In AODV, when a route to new 
destination needed, a source node broadcast a route request (RREQ) packet to find a route to the destination node. A 
valid route can discover when a RREQ reaches a destination node either itself, or an intermediate node with a fresh 
route to the destination node. A fresh route is a valid route entry for the destination node whose associated sequence 
number is greater than sequence number of RREQ packet. A route is made available by unicast a route reply 
(RREP) packet to a source node. A RREP packet is unicast by a destination or an intermediate node.  When a link 
break in a route is detected, a route error (RERR) packet is used to notify other participating nodes [5]. 

 
2.2 Blackhole Attack:  A malicious node uses the routing protocol (such as AODV) to advertise itself as having the 
shortest path to the destination node whose packets it wants to discard/replay packets. When an attacker receives 
RREQ packet, then they create a reply where an extremely short route is advertised. If the malicious reply reaches to 
a source node before the reply from a legitimate node, a forged route has been created. Once the attacker has been 
able to insert itself between source and destination node, it is able to do discard/replay packets passing between 
them [6] 
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