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Abstract

With the increasing role of numerous Internet services, more and more private data must
be protected. One of the mechanisms which is used to ensure data security is user authentication.
A reliable authentication mechanism is a foundation of security of a remote service but, on the
other hand, it is also a source of user frustration because of fear of losing access in case of three
failures. A remedy to this problem could be contextual secure authentication. Such a protocol
should provide multi-level authentication mechanism which increases user satisfaction without

decreasing a protection level. In this paper we propose a risk analysis procedure of a new
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