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ARTICLE INFO ABSTRACT

JEL classification: Most firms use secrecy to protect their knowledge from potential imitators. However, the theoretical foundations

032 for secrecy have not been well explored. We extend knowledge protection literature and propose theoretical
034 mechanisms explaining how information visibility influences the importance of secrecy as a knowledge pro-
Keywords: tection instrument. Building on mechanisms from information economics and signaling theory, we postulate that
Secrecy secrecy is more important for protecting knowledge for firms that have legal requirements to reveal information

Information disclosure
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to shareholders. Furthermore, we argue that this effect is contingent on the location in a technological cluster, on
a firm’s investment in fixed assets and on a firm’s past innovation performance. We test our hypotheses using a
representative sample of 683 firms in Germany between 2005 and 2013. Our results support the moderation
effect of a technological cluster and a firm’s investment in fixed assets. Our findings inform both academics and
managers on how firms balance information disclosure requirements with the use of secrecy as a knowledge

protection instrument.

1. Introduction

The threat of imitation by competitors of a firm’s unique knowledge
is central to theories on knowledge-based competitive advantages of
innovative firms (Spender and Grant, 1996). Many firms counter this
threat by keeping their R&D activities secret. Then again, legal re-
quirements and accounting standards require firms to disclose in-
formation regularly to shareholders, and this information is also po-
tentially available to competitors. The goal of this study is to explore
how these requirements change the importance of secrecy for pro-
tecting knowledge in innovation activities. Considerations for manda-
tory information disclosure are largely absent in existing literature,
predicting that secrecy is most important for firms lacking resources
and technological or legal opportunities to apply for patent protection
(Bos et al., 2015, provide a recent review). We draw on information
economics and signaling theory and argue that the importance of se-
crecy is influenced by the visibility of a firm’s activities to potential
imitators. The more visible a firm, the more vulnerable it is for imita-
tion.

Secrecy is a widely used and efficient knowledge protection me-
chanism in virtually all industries and firms of all types and sizes (Bos
et al., 2015; Hall et al., 2014; Harabi, 1995; James et al., 2013). Firms
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actively restrict information flows both within and outside their
boundaries with the objective of limiting unintended information spil-
lovers (James et al., 2013). Research has emerged that stresses secrecy
as an important factor in “make or buy” decisions (Cassiman and
Veugelers, 2006), its relation with other protection mechanisms such as
lead-time or patenting (Arundel, 2001; Cohen and Walsh, 2000) and its
effect on strategic alliance decisions (Katila et al., 2008). However,
despite the wide use of secrecy as a knowledge protection instrument in
managerial practice, we know little about the importance of secrecy for
firms that are increasingly visible to potential imitators.

The essence of secrecy is the creation or extension of an information
asymmetry between a firm and potential imitators with regard to the
firm’s knowledge stock. We argue that the importance of secrecy as a
knowledge protection instrument depends on how visible a firm is to its
competitors. Since the quality of a firm’s knowledge is often difficult for
external parties to directly observe, potential imitators rely on ob-
servable quality signals to select their imitation targets (Stuart et al.,
1999). The major sources of information for competitors are firms’ own
financial reports, where firms disclose information based on legal reg-
ulations of a specific country (Fishman and Hagerty, 2003). We argue
that firms that are legally required to share information with their
shareholders will be more visible to potential imitators. Consequently,
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secrecy will become more important as a knowledge protection in-
strument because visible firms will find it more important to create an
information asymmetry by using secrecy to protect their knowledge
from imitation. Furthermore, we hypothesize that this effect of legal
mandatory information disclosure requirements on the importance of
secrecy is moderated by the location of a firm within a technological
cluster, the level of investment in fixed assets and its past innovation
performance. All these factors increase the firm’s visibility to potential
partners and, when combined with mandatory information disclosure,
lead to a stronger increase in the importance of secrecy.

We test the hypotheses using a representative sample of 683 firms in
Germany between 2005 and 2013. We show that secrecy is more re-
levant for protecting knowledge for firms that have legal requirements
to reveal information to shareholders. Moreover, we find support for
the moderation effect of technological clusters and firms’ investment in
fixed assets. Our findings have important implications for two primary
streams of research. First, we add to the literature on knowledge pro-
tection by showing specific contingency factors for when secrecy is
especially important. Existing literature on knowledge protection and
appropriability has described the importance of secrecy as depending
on knowledge characteristics, industry factors and cost considerations
(James et al., 2013; Bos et al., 2015). We go beyond these findings, and
provide a theoretical model that links the importance of secrecy to the
visibility of the firm. Second, we contribute to a stream of research that
has compared the effects of various knowledge protection instruments
and their interactions but that treats them as exogenous (Hussinger,
2006; Jensen and Webster, 2009). Our findings show that this as-
sumption is too strong and that the importance of secrecy can be traced
back to how visible the firm is. More comprehensive models will be able
to eradicate a potential source of bias by taking these endogenous re-
lationships into account when estimating performance effects. These
academic implications have consequences for managerial decision-
making. Our findings show that firms need to adjust their knowledge
protection if they are more visible to potential imitators. Firms with
mandatory requirements to disclose knowledge located in technological
clusters and that make higher investments in fixed assets will need to
prepare for potential imitators which may previously have overlooked
the firm. Under such conditions, secrecy becomes more important for
knowledge protection, and firms should reassess access to sensitive la-
boratories, databases or R&D personnel.

The remainder of the analysis is structured as follows. The next
section reviews core theoretical constructs and mechanisms associated
with secrecy as a knowledge protection instrument. In the hypotheses
development section, we elaborate on our predictions regarding the
relationship between firm visibility and the importance of secrecy. The
subsequent section describes the empirical study, followed by the re-
sults. We conclude by discussing the results, deriving conclusions and
identifying directions for further research.

2. Theoretical framework

Our theoretical model is directed at explaining heterogeneity across
firms regarding the importance they attribute to secrecy as a knowledge
protection mechanism. While all firms have strong incentives to protect
their knowledge from competitors, some find secrecy more useful than
others, thus reflecting the importance of secrecy for knowledge pro-
tection (Conti, 2014). We begin by defining key constructs that estab-
lish the theoretical mechanisms of knowledge protection by secrecy and
that differentiate secrecy from other forms of knowledge protection.
This provides us with a basis for extending the framework in the hy-
potheses section.

Firms can increase their innovation performance if they create in-
novations that allow them to set higher prices based on an at least
temporary monopoly position in the product market, or benefit from
comparatively lower costs due to process innovations. In both cases, the
competitive advantage disappears once competitors acquire the
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underlying knowledge of the innovation and imitate products or pro-
cesses (Arrow, 1962). Consequently, sustainable competitive advantage
can only be achieved if competitors can be prevented from using a
firm’s knowledge (Liebeskind, 1996).

All forms of knowledge protection are centered on the idea of
making the imitation of a firm’s knowledge as costly and risky as pos-
sible (for a review on imitation, see Ordanini et al., 2008). In fact, there
is considerable evidence that imitation is oftentimes incomplete
(Westphal et al., 2001) or error-prone (Denrell, 2003). Errors in imi-
tation are consequential because of the substantial related costs. In-
deed, estimates of imitation costs range between 25 percent (Shenkar,
2010) and 65 percent of the original innovation expenditures and can
take 70 percent of the time to develop (Mansfield et al., 1981). Among
firms’ active strategies to protect their knowledge, patenting and se-
crecy are the dominant forms. While the former has received ample
attention in management research (e.g., Levitas and McFadyen, 2009;
McGahan and Silverman, 2006), the latter has been much less explored
theoretically. This oversight is surprising because secrecy has been
found to be among the most important forms of knowledge protection
for firms of all sizes and industries (Arundel, 2001; Harabi, 1995). Our
focus is therefore on secrecy.

Patents require the disclosure of the knowledge associated with the
innovation and prevent imitation through the threat of punishment in
court. The mechanisms underlying secrecy are fundamentally different
because they try to prevent or at least delay the imitation process by
non-disclosing the underlying knowledge. We define secrecy as all re-
strictions at the firm level that prevent unintended knowledge flows
outside of firm boundaries. The essence of secrecy is, therefore, to make
the imitation search process as costly and unpredictable as possible by
preventing any information outflows concerning internal knowledge.
By making knowledge invisible to outsiders, secrecy makes it difficult
for imitators to identify a firm as a promising source for imitation and
to access its knowledge once it has been identified. The widely used
example for the latter is the original Coca-Cola recipe, which has never
been legally protected, but which has been kept secret (Hannah, 2005).
Often, the implementation of secrecy also has a legal component (Png,
2017; Castellaneta et al., 2016). However, in contrast to the legal
protection by patents that aim at preventing the use of protected
knowledge but not its diffusion, legal trade secrets have the objective of
reducing the risk of misappropriation and imitation by limiting in-
formation flows (Castellaneta et al., 2017).

While knowledge per se has some characteristics of public goods,
firms can limit access to where it is physically produced and stored,
who can access it and whether the authorized personnel can transfer it.
Secrecy measures are therefore sets of rules that limit the transfer of
knowledge to specified others, social interactions with them or re-
strictions on physical access to certain locations, e.g., laboratories
(Liebeskind, 1996). Employees may be granted access to knowledge
only after they have made a contractual commitment to knowledge
protection, e.g., non-competition clauses for discontinuations of labor
contracts (Katila et al., 2008). Secrecy is frequently used because of its
flexibility compared with patenting. It can be applied to all types of
knowledge (e.g., non-codified, tacit, early stage) and achieved through
internal procedures instead of legal procedures, and it does not expire
(Encaoua et al., 2006; Hannah, 2005; Maurer and Zugelder, 2000). In
contrast, only 32 percent of all inventions are ever patented and patent
propensity varies significantly across industries, e.g., 74 percent of all
innovations are patented in pharmaceuticals (Arundel and Kabla,
1998).

Despite its broad applicability, the effectiveness of secrecy depends
on the nature of the knowledge that the firm wants to protect (Bos et al.,
2015). Secrecy is particularly effective for protecting knowledge that by
its nature is easier to keep invisible from potential imitators. Conse-
quently, secrecy is especially effective for protecting innovations based
on complex or tacit knowledge that is difficult to codify and replicate
(Amara et al., 2008), such as process innovations that tend to be hidden



ISIf)rticles el Y 20 6La5 s 3l OISl ¥
Olpl (pawasd DYl gz 5o Ve 00 Az 5 ddes 36kl Ol ¥/
auass daz 3 Gl Gy V

Wi Ol3a 9 £aoge o I rals 9oy T 55 g OISl V/

s ,a Jol domieo ¥ O, 55l 0lsel v/

ol guae sla oLl Al b ,mml csls p oKl V7

N s ls 5l e i (560 sglils V7

Sl 5,:K8) Kiadigh o Sl (5300 0,00 b 25 ol Sleiiy ¥/


https://isiarticles.com/article/96966

